
 

 

 
Agenda 
Corporate Governance and Human 
Resources Committee  
October 25, 2016 | 2:00-3:00 p.m. Eastern 
Conference Call 
 
Participant Dial-in: 1-855-331-9631 | Conference ID: 98510817 
 
Call to Order  
 
Introductions and Chair’s Remarks 
 
NERC Antitrust Compliance Guidelines 
 
Agenda 
1. Minutes* — Approve 

a. August 10, 2016 Meeting 

2. Board of Trustees Effectiveness Survey and Board Committees’ Self-Assessment Surveys* — 
Approve 

3. ERO Enterprise Effectiveness Survey Report and Action Plans* — Accept and Recommend to 
the Board of Trustees for Acceptance 

4. ERO Enterprise and Corporate Metrics Q3 2016 Report* — Review 

5. Review of Committee Mandate* — Information  

6. Human Resources and Staffing Update* — Review 

7. Adjournment 
 

 

 

 

*Background materials included.    
 



 
 
 
 

Antitrust Compliance Guidelines 
 
I. General 
It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably 
restrains competition. This policy requires the avoidance of any conduct that violates, or that might 
appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement 
between or among competitors regarding prices, availability of service, product design, terms of sale, 
division of markets, allocation of customers or any other activity that unreasonably restrains 
competition. 

 
It is the responsibility of every NERC participant and employee who may in any way affect NERC’s 
compliance with the antitrust laws to carry out this commitment. 

 
Antitrust laws are complex and subject to court interpretation that can vary over time and from one 
court to another. The purpose of these guidelines is to alert NERC participants and employees to 
potential antitrust problems and to set forth policies to be followed with respect to activities that may 
involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is 
stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about 
the legal ramifications of a particular course of conduct or who has doubts or concerns about whether 
NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel 
immediately. 

 
II. Prohibited Activities 
Participants in NERC activities (including those of its committees and subgroups) should refrain from 
the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, 
conference calls and in informal discussions): 

· Discussions involving pricing information, especially margin (profit) and internal cost 
information and participants’ expectations as to their future prices or internal costs. 

· Discussions of a participant’s marketing strategies. 

· Discussions regarding how customers and geographical areas are to be divided among 
competitors. 

· Discussions concerning the exclusion of competitors from markets. 

· Discussions concerning boycotting or group refusals to deal with competitors, vendors or 
suppliers. 



 
 
 
 
 
 
 
 
 
 

· Any other matters that do not clearly fall within these guidelines should be reviewed with 
NERC’s General Counsel before being discussed. 

 
III. Activities That Are Permitted 
From time to time decisions or actions of NERC (including those of its committees and subgroups) may 
have a negative impact on particular entities and thus in that sense adversely impact competition. 
Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for 
the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If 
you do not have a legitimate purpose consistent with this objective for discussing a matter, please 
refrain from discussing the matter during NERC meetings and in other NERC-related communications. 

 
You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of 
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business. 

 
In addition, all discussions in NERC meetings and other NERC-related communications should be within 
the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as 
within the scope of the published agenda for the meeting. 

 
No decisions should be made nor any actions taken in NERC activities for the purpose of giving an 
industry participant or group of participants a competitive advantage over other participants. In 
particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability 
standards should not be influenced by anti-competitive motivations. 

 
Subject to the foregoing restrictions, participants in NERC activities may discuss: 

· Reliability matters relating to the bulk power system, including operation and planning matters 
such as establishing or revising reliability standards, special operating procedures, operating 
transfer capabilities, and plans for new facilities. 

· Matters relating to the impact of reliability standards for the bulk power system on electricity 
markets, and the impact of electricity market operations on the reliability of the bulk power 
system. 

· Proposed filings or other communications with state or federal regulatory authorities or other 
governmental entities. 

· Matters relating to the internal governance, management and operation of NERC, such as 
nominations for vacant committee positions, budgeting and assessments, and employment 
matters; and procedural matters such as planning and scheduling meetings. 
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Draft Minutes 
Corporate Governance and Human Resources 
Committee 
August 10, 2016 | 8:30–9:30 a.m. Atlantic 

Halifax Marriott Harbourfront 
1919 Upper Water Street  
Halifax, NS B3J 3J5, Canada 

Chair Robert Clarke called to order a duly noticed open meeting of the Corporate Governance and 
Human Resources Committee (the “Committee”) of the Board of Trustees (“Board”) of the North 
American Electric Reliability Corporation (“NERC” or the “Company”) on August 10, 2016, at 8:30 a.m. 
Atlantic, and a quorum was declared present.  The agenda is attached as Exhibit A.  

Present at the meeting were:  

Committee Members: Board Members: 
Robert G. Clarke, Chair Paul F. Barber 
Kenneth W. DeFontes, Jr. Gerald W. Cauley, President and Chief Executive Officer 
Frederick W. Gorbet Janice B. Case 
Kenneth G. Peterson David Goulding 
Roy Thilly George Hawkins 

Jan Schori 

NERC Staff: 
Charles A. Berardesco, Senior Vice President, General Counsel, and Corporate Secretary 
Tina Buzzard, Associate Director 
Kristin Iwanechko, Associate Director, Member Relations 
Mark Lauby, Senior Vice President and Chief Reliability Officer 
Marcus Sachs, Senior Vice President and Chief Security Officer 
Janet Sena, Senior Vice President and Director of Policy and External Affairs 
Michael Walker, Senior Vice President and Chief Financial and Administrative Officer 

NERC Antitrust Compliance Guidelines and Chair’s Remarks 
Mr. Clarke directed the participants’ attention to the NERC Antitrust Compliance Guidelines included 
with the advance agenda materials. He also noted that the presentation and discussion of the draft 
2017 corporate metrics would occur during the afternoon’s MRC meeting.  

Minutes 
Upon motion duly made and seconded, the Committee approved the minutes of the April 27, 2016 
open meeting as corrected.  

Agenda Item 1a
Corporate Governance and 
Human Resources Committee Meeting 
October 25, 2016 



 

                    

ERO Enterprise and Corporate Metrics Update 
Mr. Lauby reviewed the status of the ERO Enterprise and Corporate Metrics, referencing the materials 
included in the advance agenda package, particularly noting those areas that require additional focus.    
 
Annual Board Effectiveness Assessments 
Mr. Berardesco presented the draft Board and Committee self-assessments and MRC assessment, 
which had been included in the advance agenda package. He noted that the Board assessment 
questions had been revised for last year’s survey by a Board/MRC working group, and were thus not 
proposed to be further modified for this year. The draft Committee self-assessments have been 
updated to reflect the revised Committee mandates approved earlier this year. Mr. Berardesco 
requested comments on the drafts prior to the November Committee meeting so that the assessments 
could be approved for distribution at that time.  
 
ERO Enterprise Effectiveness Survey Results and Action Plans 
Ms. Iwanechko summarized the ERO Enterprise Effectiveness Survey results, referencing the report 
included in the advanced agenda package. She reviewed the approach taken for the 2016 survey, and 
noted the overall positive results. Ms. Iwanechko also reviewed (i) the highest and lowest rated items, 
(ii) the favorability analysis, (iii) the year over year analysis, which was only able to be done for a subset 
of the questions due to changes from the prior year survey, noting the statistically significant positive 
change for registration and negative change for the conduct of spot checks, and (iv) action plans that 
had been developed for the CMEP program, registration and standards, and how each action plan 
related to corporate goals and metrics. She reviewed follow-up activities, including presenting final 
reports to the Committee at its November meeting. Ms. Iwanechko noted that a sub-group of the 
Compliance and Certification Committee (CCC) is conducting further analysis on questions relating to 
the CCC’s scope.  She stated that the next survey is scheduled for 2018, as part of moving to an every 
other year survey schedule.    
 
During the subsequent Committee discussion, questions were raised as to how the survey results 
would relate to 2017 corporate metrics and how the response rate could be improved.    
 
Staffing and Recruiting Update 
Mr. Walker referenced the revised quarterly update in the advance agenda package, noting the 
Company had experienced success in hiring, reducing attrition rates, and improved employee morale.  
Management intends to conduct an employee climate survey in the fall.    
 
Adjournment 
There being no further business, and upon motion duly made and seconded, the meeting was 
adjourned.   
 
Submitted by, 

 
Charles A. Berardesco 
Corporate Secretary 



Agenda Item 2 
Corporate Governance and 
Human Resources Committee Meeting 
October 25, 2016 
 

 Board of Trustees and Board Committees’ Self-Assessment Surveys; MRC Annual  
Effectiveness Survey of the Board of Trustees  

  
Action  
Approve  
  
Summary  
In connection with the 2016 Board assessment, NERC management has prepared a draft of the 
proposed surveys, a copy of which is included in the materials for Committee approval.   This 
draft reflects any comments that have been received.  
  
Management recommends the following timeline for the 2016 Board, Board Committees, and 
MRC Surveys:    

• Surveys distributed by November 8, 2016.   

• Responses due by December 15, 2016.   

• Draft summary of results provided to the Board Chair and Committee Chairs for review 
by January 15, 2017.   

• Results will be presented for review and discussion at the February 2017 Board and 
Committee meetings.   

 



   
Board of Trustees Committee Proposed 
2016 Survey Questions 
 
Levels of Effectiveness 
1 = Needs Prompt Attention (“unacceptable performance”) 
2 = Below Expectations (“performance area with opportunity for improvement”) 
3 = Meets Expectations (“meets the required standard of performance”) 
4 = Exceeds Expectations (“exceeds the required standard of performance”) 
5 = Outstanding (“far exceeds the required standard of performance”) 
 
In considering each of the Committee tasks, the trustee respondent should provide a response 
based on their perspective as to how “effectively” the Committee addresses the task.  The survey 
will include a prompt requiring comment for any item rated “No” in response to a “Yes/No” item 
or a “Needs Prompt Attention” or “Below Expectations” in response to the 5-point levels of 
effectiveness scale.  Optional comments may be provided for items rated “Yes” in response to a 
“Yes/No” item or “Meets Expectations”, Exceeds Expectations” or “Outstanding” on the 5-point 
levels of effectiveness scale. 

Finance and Audit Committee 2016 Self-Assessment Questions 
 

Business Plan and Budgets 
The Committee reviews the annual ERO Enterprise (NERC and the Regional Entities) Business Plan 
and Budget preparation and approval, including associated assessments, as well as any other 
special budget and assessments of the corporation or a Regional Entity, and such other matters as 
are deemed necessary. 
The Committee reviews and makes recommendations to the Board regarding the authorization for 
NERC management to enter into loan agreements.  
The Committee provides oversight of NERC management’s compliance with the corporation’s 
working capital and operating reserve policy and makes recommendations to the Board regarding 
expenditures or transfers which require Board authorization.   

Financial Reports and Reporting 

The Committee oversees NERC management’s maintenance of the quality, credibility, and 
objectivity of the corporation's financial reports. 
The Committee reviews the adequacy and integrity of the corporation’s internal accounting and 
financial controls, including the corporation’s system for monitoring and managing business risk.  
The Committee appoints, receives reports from, and monitors the independent external auditor, 
and conducts reviews of the performance of the independent external auditor.  
The Committee reviews and recommends for Board approval the corporation’s audited annual 
financial statements. 
The Committee reviews and discusses the audited financial statements with management and the 
independent auditor. 
The Committee reviews with NERC management, the independent external auditor and legal 
counsel the corporation’s procedures to comply with laws, regulations, and any significant 
litigation, claim or other contingency, as well as any related disclosure of such matters.  



   
The Committee meets with the independent external auditor, with and without management, and 
discusses the annual audit.  
The Committee reviews and approves the independent external auditor’s estimated audit fees and 
expenses.   
The Committee reviews with NERC management all interim and unaudited financial statements 
prepared for external distribution, including reports summarizing variances from the business 
plans and budget, and recommends acceptance by the Board.   
The Committee reviews the results of the company’s annual savings and investment plan audit 
and, if necessary, makes recommendations to the Corporate Governance and Human Resources 
Committee and management in connection with any audit findings or recommendations. 
Other Matters 
The Committee reviews the policies for approval of senior management expenses, including those 
of the chief executive officer. 
The Committee reviews the financial aspects of the corporation's Form 990 prior to it being filed 
with the Internal Revenue Service. 
The Committee reviews and recommends approval by the Board of an investment policy 
governing the investment of funds held by the corporation. 
Committee Functioning* 
The number of Committee meetings is appropriate. 

The size of the Committee is appropriate. 

The information provided in support of the agenda is appropriate and available in a timely manner 
in advance of Committee meetings. 
The Committee Chair manages meetings efficiently to allow for open, equal, and sufficient 
discussion and constructive input on important issues. 

Open-ended Question 

Observation and Opportunities for Improvement 

 
*Yes/No questions  



   
Corporate Governance and Human Resources 2016 Self-Assessment Questions 
 
Corporate Governance 
The Committee develops criteria governing overall composition of the Board for recommendation 
to the Board. 
The Committee periodically reviews the criteria for independence of the Board and recommends 
changes to the Board as appropriate.  
The Committee monitors the membership of the Board to ensure (i) Board members are 
independent, (ii) qualifications under any applicable laws are maintained and (iii) specific 
situations of conflict of interest are avoided.    
The Committee coordinates an annual effectiveness evaluation of the Board, its structure, and 
processes, and reviews the self-assessments of Board committees to assure that they are being 
done on a consistent basis.  
The Committee reviews the structure of the other Board committees, and reviews together with 
chairs of other Board committees, the mandate of each committee and recommends changes to 
the Board, as appropriate. 
The Committee ensures the meaningfulness and timeliness of support, information, and 
documentation from management to the Board. 
The Committee develops a Board member and company code of conduct and conflict of interest 
policy for adoption by the Board, and periodically reviews both of them and recommends 
changes, as appropriate.  
The Committee develops recommendations for the Board regarding the Board member 
succession policy. 
The Committee develops NERC Governance Guidelines for adoption by the Board that address the 
overall governance processes of the Board, and periodically reviews them and recommends 
changes, as appropriate. 
Compensation and Benefits 
The Committee reviews annually the compensation plan for members of the Board, and makes 
recommendations to the Board, as appropriate.  
The Committee periodically reviews industry compensation and benefit practices and trends and 
other information in order to assess the adequacy, effectiveness and competitiveness of the 
Company’s compensation and benefit plans for Board members and officers.  
The Committee approves the metrics related to the corporation’s annual performance goals for 
use in calculating incentive compensation. 
The Committee reviews and approves a general compensation and benefit structure for the 
officers and management of the corporation. 
The Committee reviews the performance and approves the compensation and significant benefit 
plans for all officers of the Corporation, including salaries, bonuses, life insurance, and retirement 
benefits, based on recommendations by the chief executive officer. 
The Committee recommends to the Board the appropriate compensation, including salary and 
bonus, of the chief executive officer. 
Personnel Development and Human Resources 
The Committee reviews the chief executive officer’s performance and provides feedback, as 
appropriate. 
The Committee reviews with the chief executive officer the essential elements of key personnel 
succession planning. 



   
The Committee reviews overall staffing levels and management’s plans and activities for the 
development and improvement of key personnel.  
Other Responsibilities 
The Committee provides oversight of the corporation’s retirement plans, creates such retirement 
plan investment policy statements and retirement plan oversight committees as it deems 
appropriate to provide day to day oversight of the company’s retirement plans, reviews, on an 
annual basis, the performance of the company’s retirement plans, and undertakes such other 
actions as it deems prudent in connection with its oversight responsibilities and otherwise 
consistent with applicable law. 
The Committee reviews the corporate governance aspects of the corporation’s Form 990 prior to 
it being filed with the Internal Revenue Service.   
Committee Functioning* 
The number of Committee meetings is appropriate. 

The size of the Committee is appropriate. 

The information provided in support of the agenda is appropriate and available in a timely 
manner in advance of Committee meetings. 
The Committee Chair manages meetings efficiently to allow for open, equal, and sufficient 
discussion and constructive input on important issues. 
Open-ended Question 
Observation and Opportunities for Improvement 

 
*Yes/No questions 
 



   
Standards Oversight and Technology Committee 2016 Self-Assessment Questions 
 
Committee Standards Oversight Responsibilities 
In collaboration with the Reliability Issues Steering Committee, the Committee works with 
management to identify strategic priorities for reliability standards development and provides 
feedback to the Standards Committee, Board and management on the annual standards 
development work plan. 
The Committee monitors overall results of the standards development process, and makes 
recommendations to the NERC Standards Committee, Board and management regarding potential 
improvements. 
In collaboration with the Reliability Issues Steering Committee, the Committee assesses emerging 
reliability risks affecting standards, making recommendations as appropriate. 
The Committee monitors progress in addressing regulatory mandates and directives related to 
standards. 
The Committee serves as the Level 2 Appeals Panel as set forth in the NERC Standard Processes 
Manual, Appendix 3A to the NERC Rules of Procedure. 
The Committee reviews periodically NERC’s status with the American National Standards Institute. 
The Committee provides advice and recommendations to the Board on any standards-related 
issues referred to it by the Board. 
Committee Technology Oversight Responsibilities 
As part of the annual business plan and budgeting process, the Committee reviews annually the 
resource requirements and funding for IT-related investments and costs. 
The Committee provides the Board with recommendations for action on proposed NERC projects 
that employ new technology.   
The Committee reviews with management company computer systems environment, security 
procedures, and contingency plans. 
The Committee provides advice and recommendations to the Board on any technology-related 
issues referred to it by the Board. 
Committee Functioning* 
The number of Committee meetings is appropriate. 
The size of the Committee is appropriate. 
The information provided in support of the agenda is appropriate and available in a timely manner 
in advance of Committee meetings. 
The Committee Chair manages meetings efficiently to allow for open, equal, and sufficient 
discussion and constructive input on important issues. 
Open-ended Question 
Observation and Opportunities for Improvement 

 
*Yes/No Questions  



   
 
Nominating Committee 2016 Self-Assessment Questions 
 
Committee Responsibilities 
The Committee communicates to all stakeholders clear processes and steps in Board candidate 
selection. 
The Committee communicates NERC’s and the MRC’s expectations of service on the Board to 
candidates. 
The Committee develops clear, relevant and complete candidate specifications. 
The Committee utilizes a vetting process to select a qualified search consultant.  
The Committee provides the opportunity for full and fair evaluation of incumbents and 
candidates. 
The Committee applies the Board composition provisions of the bylaws in making its 
recommendations. 
The Committee applies the Board’s Conflict of Interest Policy in making its recommendations. 
The Committee applies the Trustee Succession Policy in making its recommendations. 
Committee Functioning* 
The number of Committee meetings is appropriate. 

The size of the Committee is appropriate. 

The information provided in support of the agenda is appropriate and available in a timely manner 
in advance of Committee meetings. 
The Committee Chair manages meetings efficiently to allow for open, equal, and sufficient 
discussion and constructive input on important issues. 
Open-ended Question 
Observation and Opportunities for Improvement 

 
*Yes/No Questions 
 



    
   
Compliance Committee 2016 Self-Assessment Questions 
 

Oversight 
The Committee oversees CMEP and ORCP strategies and approaches developed and 
implemented by management to assure the reliability of the bulk electric system. 
The Committee evaluates the effectiveness of CMEP strategies and program execution by 
reviewing measures of bulk electric system reliability performance and other CMEP program 
metrics. 
The Committee oversees and reviews implementation of CMEP and ORCP programs by 
management and the Regional Entities to ensure the programs are operated in a consistent 
manner and conform to all regulatory requirements, Rules of Procedure and other practices 
needed to provide objective, fair and effective compliance and enforcement. 
The Committee oversees and reviews penalties/sanctions and mitigation of non-compliance to 
ensure such actions are effective in maintaining and improving bulk electric system reliability.  

Approvals and Appeals 

The Committee approves or delegates approval of Notices of Penalty or Sanction and other 
enforcement actions.  
The Committee serves as an appeal body of compliance violations, penalties or sanctions.   
The Committee serves as an appeal body for any findings from audits of the regional 
implementation of the CMEP heard by the NERC Compliance and Certification Committee. 
The Committee hears and addresses challenges by candidates for inclusion on the compliance 
registry. 
When appropriate, the Committee provides supplementary explanation for its decisions due to 
issues raised or to provide future guidance.  

Communication and Coordination 

The Committee ensures CMEP and ORCP programs and results are transparent, when 
appropriate, to reliability stakeholders.   
The Committee recommends to the Board such actions as may further the purposes of the CMEP 
and ORCP.   
The Committee performs such other functions as are delegated to it by the Board.   
Committee Functioning* 
The number of Committee meetings is appropriate. 

The size of the Committee is appropriate. 

The information provided in support of the agenda is appropriate and available in a timely 
manner in advance of Committee meetings. 
The Committee Chair manages meetings efficiently to allow for open, equal, and sufficient 
discussion and constructive input on important issues. 
Open-ended Question 
Observation and Opportunities for Improvement 

 
*Yes/No questions 
 
  



    
   
Enterprise-Wide Risk Committee 2016 Self-Assessment Questions 
 

Oversight of Risk Management and Internal Control 

The Committee reviews and makes recommendations to the Board regarding the development 
and implementation of internal risk management and internal control strategies, policies, 
procedures, and mitigation programs. 
The Committee oversees the development and implementation of internal risk management and 
internal control strategies, policies, procedures, and mitigation programs. 
Other Responsibilities 
The Committee provides oversight and direction to the development and implementation of risk 
management best practices designed to identify risks and ensure mitigation strategies are in 
place.  
The Committee monitors and assesses the adequacy of NERC’s compliance with internal operating 
procedures and controls as well as corporate ethics policies, codes of conduct, and conflicts of 
interest. 
The Committee monitors and assesses the adequacy of NERC’s and the Regional Entities’ 
compliance with the Rules of Procedure (ROP), as well as with applicable FERC and other 
governmental authorizations, regulations, and orders. 

The Committee monitors and assesses the adequacy of NERC’s compliance with NERC’s risk 
mitigation practices. 

The Committee monitors and assesses the adequacy of the Regional Entities’ performance of 
obligations under the delegation agreements between NERC and the Regional Entities. 

The Committee coordinates with the Compliance and Certification Committee (CCC) with respect 
to the CCC’s execution of its responsibilities as contemplated in applicable FERC orders, the ROP, 
and CCC Charter. 
The Committee prepares reports to the Board annually and at such other times as deemed 
necessary regarding NERC’s risk exposure, the processes, procedures, and controls in place to 
manage material risk, and the overall effectiveness of the risk management and internal controls 
process.  

The Committee holds an executive session annually with NERC’s external auditors, general 
counsel, and head of internal audit. 

Committee Functioning* 

The number of Committee meetings is appropriate. 

The size of the Committee is appropriate. 
The information provided in support of the agenda is appropriate and available in a timely manner 
in advance of the meetings. 
The Committee Chair manages meetings efficiently to allow for open, equal, and sufficient 
discussion and constructive input on important issues. 
Open-ended Question 

Observations and Opportunities for Improvement. 

*Yes/No Questions 



 
Board of Trustees/Member Representatives Committee Proposed 
2016 Survey Questions 
 
Levels of Effectiveness 
1 = Needs Prompt Attention (“unacceptable performance”) 
2 = Below Expectations (“performance area with opportunity for improvement”) 
3 = Meets Expectations (“meets the required standard of performance”) 
4 = Exceeds Expectations (“exceeds the required standard of performance”) 
5 = Outstanding (“far exceeds the required standard of performance”) 
 
The survey will include a prompt requiring comment for any item rated “No” in response to a 
“Yes/No” item or a “Needs Prompt Attention” or “Below Expectations” in response to the 5-point 
levels of effectiveness scale.  Optional comments may be provided for items rated “Yes” in 
response to a “Yes/No” item or “Meets Expectations”, “Exceeds Expectations” or “Outstanding” 
on the 5-point levels of effectiveness scale. 

2016 BOT & MRC Proposed Questions BOT MRC 
Strategy 

The Board has knowledge of and familiarity with NERC’s corporate values, mission, 
vision, strategic plan, and business plan and reflects this understanding in evaluating 
key issues. 

X X 

The Board effectively works with management to establish NERC’s strategic and 
business plans. 

X X 

Board members stay abreast of issues and trends affecting NERC and the industry 
and uses this information to assess and guide NERC performance. 

X X 

The Board effectively sets priorities through the strategic and annual business plans.  X X  

The Board takes appropriate account of the international charter of the North 
American bulk power system. 

X X 

Observation and Opportunities for Improvement: X X 
Oversight 

The Board is sufficiently involved in the ERO Enterprise (NERC and the Regional 
Entities) annual business planning and budgeting process. 

X X 

The Board sufficiently ensures that the ERO Enterprise (NERC and the Regional 
Entities) business plan and budget provides for the efficient and cost-effective 
operation of the ERO Enterprise. 

X X 

The Board is sufficiently involved in monitoring the corporation’s compliance with 
regulatory requirements and directives. 

X X 

The Board sufficiently ensures that the standards development and approval 
process considers the costs and benefits of new reliability standards. 

X X 

The Board sufficiently ensures that the ERO Enterprise’s compliance and 
enforcement processes are efficient and cost effective.   

X X 

The Board's decision making process is sufficiently transparent and open. X X 



 
The Board’s decision making process is not inappropriately influenced by either 
management or the stakeholders 

X X 

Observation and Opportunities for Improvement:  X X 
Stakeholder Relations 

The Board effectively works with the MRC and other stakeholders to seek and 
consider stakeholder input when establishing ERO priorities and considering key 
policy issues.   

X X 

The Board establishes a positive and cooperative dialogue with U.S. federal and 
state regulators. 

X X 

The Board establishes a positive and cooperative dialogue with Canadian federal and 
provincial regulators. 

X  X 

Observation and Opportunities for Improvement:   X X 
Composition/Structure 

The Board's size is appropriate and effective. X X 
Board members reflect broad diversity of competency strengths and professional 
experience. 

X X  

The Board's Committees have suitable mandates and membership. X   
Observation and Opportunities for Improvement: X X 
Board Functioning 

The Board has established procedures that ensure Board members receive written 
meeting notices, agendas and appropriate background material in time to prepare in 
advance of meetings, are presented meaningful information during meetings, and 
receive timely and accurate minutes. 

X  

The number of Committee meetings is appropriate. X X 

The Chair of the Board effectively oversees and facilitates Board activities and 
direction. 

X X 

The Chair manages meetings efficiently to allow for sufficient discussion and 
constructive input on important issues and provides appropriate allocation of time 
to agenda items. 

X X 

Board goals, expectations, and concerns are effectively communicated with the CEO 
and other senior management through sufficient, meaningful dialog during Board 
meetings or otherwise. 

X  

Board members participate as equals and communicate openly. X X 
Observation and Opportunities for Improvement: X X 
NERC Management 

The Board has appropriate access to management. X   
The Board avoids excessive involvement in detail and day-to-day management. X  
The Board is sufficiently involved in ensuring competent and well-motivated senior 
management and ensuring that proper development and succession plans are in 
place for CEO and other senior management. 

X   

Observation and Opportunities for Improvement: X X 
  



 
Other Factors 

I feel I am personally making a meaningful contribution to the corporation by my 
attendance and participation at the Board, committee meetings, and other 
activities. 

X  

I feel my peers are personally making a meaningful contribution to the corporation 
by their attendance and participation at the Board, committee meetings, and other 
activities. 

X   

Observation and Opportunities for Improvement: X X 
 
 
 
 



Agenda Item 3 
Corporate Governance and 
Human Resources Committee Meeting 
October 25, 2016 

 
ERO Enterprise Effectiveness Survey Report and Action Plans 

 
Action 
Accept the ERO Enterprise Effectiveness Survey Report and Action Plans and recommend Board 
of Trustees (Board) acceptance. 
 
Background 
In January 2015, NERC issued its first ERO Enterprise Effectiveness Survey to obtain stakeholder 
feedback on the effectiveness of the ERO Enterprise’s execution of program activities. The 
content was developed with an ad hoc group consisting of representatives from NERC, the 
Regions, the Member Representatives Committee, and the Compliance and Certification 
Committee.  
 
Sub-metric F of the 2016 ERO Enterprise and Corporate Metrics called for the issuance of a 
second survey in the second quarter of 2016. Prior to the issuance of the second survey, the ad 
hoc group refined the survey questions and implemented several improvements to its structure 
and the user interface based on lessons learned from the 2015 survey.  
 
The ERO Enterprise issued its second survey on May 10, 2016, which was comprised of 72 
questions that were rated on a five-point scale, with one being “strongly disagree” and five 
being “strongly agree.” The survey was issued to a broad list of stakeholders, including those on 
NERC’s primary distribution list related to all NERC matters, primary compliance contacts, and 
registered users of the Electricity Information Sharing and Analysis Center (E-ISAC).  
 
There were 265 survey respondents, of which 235 individuals responded on behalf of 368 
organizations that are part of NERC’s Compliance Registry (NCR). The additional 30 individuals 
responded with no NCR number identified. 
 
Summary 
NERC developed a final survey report that includes analyses by topic area, highest and lowest 
rated, favorability, and year-over-year comparisons for a subset of questions. The report also 
provides an analysis of the common themes from the comments received.  
 
NERC reviewed the results of the survey, including the anonymized comments, to identify 
potential areas for focus. The survey report includes a table that identifies these potential areas 
for focus and any actions that have been or are being taken. Three action plans were developed 
to address several of the areas for focus within reliability standards development, compliance 
monitoring and enforcement, and organization registration. These action plans are included as 
appendices to the report. 
 
An initial draft of the 2016 survey report and associated three action plans were presented to 
the Board’s Corporate Governance and Human Resources Committee at its August 2016 
meeting. The following enhancements, which are shown in the attached redline, have been 
made for clarification and in response to comments raised in August: 



• Clarified the regional percentage demographics; 

• Identified items in Appendix A that were included in the year-over-year analysis; and 

• Clarified some of the language and actions identified in the compliance monitoring. 
enforcement action plan 

 
Attachments 

1. [Clean] May 2016 ERO Enterprise Effectiveness Survey Results: Report to NERC Board of 
Trustees Corporate Governance and Human Resources Committee, October 2016 

2. [Redline] May 2016 ERO Enterprise Effectiveness Survey Results: Report to NERC Board 
of Trustees Corporate Governance and Human Resources Committee, October 2016 



ERO Enterprise Effectiveness 
Survey Report and Action Plans
Kristin Iwanechko, Associate Director, Member Relations and MRC 
Secretary
Corporate Governance and Human Resources Committee Meeting
October 25, 2016 
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• Survey issued May 2016
 72 survey questions across 12 topic areas
 265 survey respondents
o 235 represented 368 NCR numbers
o 30 did not represent an NCR number

 Positive results overall (2.94 to 4.20 average ratings)

• Draft report, with action plans, presented in August

Background
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• Regional consistency in compliance monitoring and enforcement
• Regional consistency in organization registration
• Cost-effectiveness, clarity, and practicality of Reliability Standards

Action Plans
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• Survey report
 Clarified regional responses percentages in demographics
 Identified items included in the year-over-year analysis

• Action plans
 Clarified language and actions identified in compliance monitoring and 

enforcement action plan

Refinements Since August Draft
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• Request CGHRC acceptance of final report and action plans
• NERC Board of Trustees acceptance in November
• Complete actions as described in the action plans
• Next survey to be issued in 2018

Next Steps
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Executive Summary 
 
In January 2015, NERC and the Regional Entities (collectively, the ERO Enterprise) issued its first joint stakeholder 
survey as one measure of the effectiveness of the ERO Enterprise in executing program activities. In May 2016, 
the second ERO Enterprise Effectiveness Survey was issued.  
 
After evaluating the results of the May 2016 survey, several items were identified for focus within the following 
areas: (1) standards; (2) organization registration; and (3) compliance monitoring and enforcement. Action plans 
have been developed to address these identified items for focus. As the main themes were similar to those 
identified from the January 2015 survey results, the action plans address results from both the January 2015 and 
May 2016 surveys.  However, the results provided in this report relate to the May 2016 survey. 
 
The ERO Enterprise wishes to thank the industry for their participation and the feedback provided in the survey, 
and looks forward to continued feedback in future surveys. 
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Introduction  
 
Background 
In January 2015, the first ERO Enterprise Effectiveness Survey was issued in partnership with TalentQuest to obtain 
stakeholder feedback on the effectiveness of the ERO Enterprise in executing program activities. The content was 
developed with an ad hoc group consisting of representatives from NERC, the Regions, and industry. The ad hoc 
group then refined the survey items and implemented several improvements to the structure and user interface 
based on lessons learned from the initial survey. The second survey, which serves as the basis for this report, was 
issued in May 2016. 
 
The survey was comprised of 72 rated items (see Appendix A) that addressed the following topic areas: 

• ERO Enterprise Principles 

• Reliability Standards Development 

• Compliance Monitoring and Enforcement1 

• Organization Registration and Certification2 

• Personnel Certification 

• Reliability Assessment and Performance Analysis 

• Training and Education 

• Situational Awareness and Infrastructure Security 

• Annual Business Plan and Budget Development 

• Stakeholder Communications and Public Relations 

• Electricity Information Sharing and Analysis Center 

• International ERO 
 
Respondents were asked to evaluate the survey questions in various ways; some for the ERO Enterprise 
collectively, some for only NERC, some for each of the Regional Entities, and some for NERC and each of the 
Regional Entities (see Appendix A). Items were evaluated via a five-point, agreement-based rating scale (“Strongly 
Disagree” to “Strongly Agree”): 
 
1 – Strongly Disagree 
2 – Disagree 
3 – Neither Disagree nor Agree 
4 – Agree 
5 – Strongly Agree 
 
Qualitative data was gathered for each Topic Area with the ability to leave open-ended comments for each 
survey question. The qualitative data was interpreted through a thematic analysis to quantify open-ended 
perceptions. 

1 The questions in this section were coordinated with the ERO Monitoring Subcommittee (EROMS), a subcommittee of the Compliance and 
Certification Committee (CCC). While these questions are included in the analysis in this report, the CCC is also preparing its own analysis 
report for these questions to present to the NERC Board of Trustees, which will include their recommendations to NERC. The analysis in 
the CCC report will only use data from respondents with an NCR number identified. 
2 Id. 
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Response Rate and Demographics  
 
The survey was issued to a broad list of stakeholders, including stakeholders on NERC’s primary distribution list 
related to all NERC matters, primary compliance contacts, and registered users of the Electricity Information 
Sharing and Analysis Center (E-ISAC). Similar to the January 2015 survey, recipients had the option to respond 
with a single survey on behalf of multiple NERC Compliance Registry (NCR) numbers or separate surveys for each 
NCR number represented. If a survey recipient responded with a single survey on behalf of two NCR numbers, for 
example, that survey was counted twice in the results, once for each NCR represented. Additionally, multiple 
responses were allowed for a single NCR number. There were 265 survey respondents, of which 235 individuals 
responded on behalf of 368 NCR numbers, representing 368 Regional data points. The additional 30 individuals 
responded with no NCR number identified and represented 68 Regional data points. Demographics were collected 
on the associated country(ies) of each respondent, which identified 260 in the United States, 14 in Canada, and 3 
in Mexico.  
 
There were a total of 436 Regional data points. Figure 1 identifies both the number and percentage of respondents 
by Regional Entity.  Each Regional percentage represents the percentage of the 436 total Regional data points.  
 

 
Figure 1: Regional Representation 

 
For those respondents that responded on behalf of an NCR number, TalentQuest used the NERC Compliance 
Registry as of June 10, 2016 to identify the registered functions for each respondent. Figure 2 provides respondent 
demographics by registered function and Regional Entity. 
 

 
Figure 2: Registered Functions by Regional Entity
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Summary of Survey Responses 
 
Topic Area Analyses 
The first level of analysis, shown in Figure 3, was conducted at the topic-area level and considered all survey 
responses in aggregate (NERC and Regional Entities combined). Personnel Certification was the highest-rated topic 
area (mean = 4.20) and Reliability Standards Development was the lowest-rated topic area (mean = 3.47). 
 

 
Figure 3: Aggregate Ratings by Topic Area 

 
Highest- and Lowest-Rated Items 
The survey’s highest-rated item means ranged from 4.13 to 4.20 and were distributed across the following topic 
areas: (1) Personnel Certification; (2) Compliance Monitoring and Enforcement; and (3) E-ISAC areas. The lowest-
rated item means ranged from 2.94 to 3.40 and were distributed across the following topics areas: (1) Reliability 
Standards Development; (2) ERO Enterprise Principles; and (3) Organization Registration and Certification. Figures 
4 and 5 show the highest- and lowest-rated items overall (NERC and the Regions combined), respectively. Overall, 
the results were positive, with aggregate averages ranging from 2.94 to 4.20.3 
 

 
Figure 4: Highest-Rated Items – Overall 

 

3 The overall aggregate averages from the January 2015 survey ranged from 3.42 to 4.45. Although these are slightly higher averages than 
the May 2016 survey aggregate averages, it is not clear whether the changes are statistically significant, as a number of questions were 
removed, added, or refined. 
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Summary of Survey Responses 
 

 

 
Figure 5: Lowest-Rated Items – Overall 

 
 
Favorability Analyses 
Favorability analysis allowed for additional insight into the strength of stakeholder perception through 
examination of the rating distribution. All responses were re-coded as “Unfavorable” (rating of 1 – Strongly 
Disagree or 2 – Disagree), “Neutral” (rating of 3 – Neither Disagree nor Agree), and “Favorable” (rating of 4 – Agree 
or 5 – Strongly Agree). The resulting analysis does not graphically represent the number of “Not Applicable” or 
missing responses. 
 
Figure 6 reflects the five items with the greatest number of favorable ratings (ranging from 86.5–88 percent), 
which were from the topic areas of Reliability Standards Development, Compliance Monitoring and Enforcement, 
Personnel Certification, and E-ISAC. Conversely, Figure 7 reflects the five items with the greatest number of 
unfavorable ratings (ranging from 15.5–33 percent), which were from the topic areas of Reliability Standards 
Development, Organization Registration and Certification, and E-ISAC. 
 
Appendix B identifies the favorability analysis for each question in the survey by program area. 
 

 
Figure 6: Most Favorable Items 
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Summary of Survey Responses 
 

 
Figure 7: Most Unfavorable Items 

 
Year-Over-Year Analyses 
The following analysis used a subset of 37 questions, identified with an asterisk in Appendix A, for the purpose of 
year-over-year comparison. Only those questions rated in both 2015 and currently in 2016 (or deemed 
appropriately similar) were used in the year-over-year analysis. 
 
Figure 8 identifies the year-over-year comparison by program area, using only the subset of questions. Appendix 
C includes the year-over-year comparison for each of the 37 questions by program area. Of the 37 questions, there 
were two that showed a statistically significant4 difference: 

• In Compliance Monitoring and Enforcement, the average rating for “the implementation of spot checks 
was well-defined, organized, and followed established procedures” decreased from 3.93 in the January 
2015 survey to 3.61 in the May 2016 survey. 

• In Organization Registration and Certification, the average rating for “the risk-based registration process 
ensures that appropriate entities are registered or deregistered commensurate with risk to the Bulk 
Electric System (BES)” increased from 3.42 in the January 2015 survey to 3.77 in the May 2016 survey. 

 

 
Figure 8: Overall Year-Over-Year Averages 

 
 

4 TalentQuest used t-tests and ANOVA to identify statistically significant differences. 

NERC | ERO Enterprise Effectiveness Survey: Report to NERC CGHRC | August 2016 
4 

                                                           



Summary of Survey Responses 
 

Comment Analysis 
In the May 2016 survey, TalentQuest conducted a thematic qualitative analysis of the open-ended responses, 
creating objective output for interpretation. For each topic area, all comments were coded thematically. The 
comment analysis below identifies the main themes within each topic area based on both TalentQuest’s analysis 
and NERC’s review of the comments. There is no analysis for Situational Awareness and Infrastructure Security or 
International ERO, as too few comments were received.  
 
ERO Enterprise Principles 

Comment Topic/Theme 
Improve efficiencies/minimize duplication in reporting  
Turnover/retention 
Regional inconsistencies  

 
Reliability Standards Development 

Comment Topic/Theme 
Standards have improved but still need more work 
Some Reliability Standards are not clear 
Implementation difficult for smaller entities 

 
Compliance Monitoring and Enforcement 

Comment Topic/Theme 
Value of risk-based compliance activities are understood  
Regional inconsistencies  
Too early to assess 
Progress, but improvements still needed  
Audit and self-reporting process is well organized/informative 

 
Organizational Registration and Certification 

Comment Topic/Theme 
Lack of clarity in the registration process 
Regional inconsistencies  

 
Personnel Certification 

Comment Topic/Theme 
Adds great value 
Current offering is a good start 

 
Reliability Assessment 

Comment Topic/Theme 
Progress, but still need improvements 
Models are not representative of true risk  
Gather stakeholder input earlier 
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Summary of Survey Responses 
 

Performance Analysis 
Comment Topic/Theme 

More work needed on metrics 
Website does not provide useful content  

 
Event Analysis 

Comment Topic/Theme 
Cost and practicality not taken into account 
Good progress has been made 
Inconsistencies in NERC Alert System 
Information is not timely  

 
Training and Education 

Comment Topic/Theme 
Great webinars/workshops 
Limited reliability training  

 
Annual Business Plan and Budget Development 

Comment Topic/Theme 
Engage stakeholders earlier 
Improve alignment with strategic planning 
Improvement in processes 

 
Stakeholder Communications and Public Relations 

Comment Topic/Theme 
Website is difficult to navigate/cannot easily search  
Outreach (newsletters, conferences, webinars) is improving 

 
E-ISAC 

Comment Topic/Theme 
Information shared not always usable/valuable 
Does not use E-ISAC portal often or at all 
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Analysis of Results  
 
NERC analyzed the results of the survey, including the raw comments, to identify potential areas for focus. In its 
analysis, NERC focused on the five lowest rated items, five most unfavorable items, items with higher than 6% 
unfavorable ratings but also lower than 60% unfavorable ratings, and the item that showed a statistically 
significant decrease in the year-over-year analysis. Table 1 identifies each of these items, the analysis that 
identified the item as a potential focus area, and any actions that have been or are being taken. 
 

Table 1: Potential Areas for Focus 

Topic Area Survey Item 

Five 
Lowest 
Rated 

Five Most 
Unfavorable 

Additional 
Favorability 

Analysis5 

Year-
Over-Year 
Analysis Actions 

ERO Enterprise 
Principles 

The ERO Enterprise has 
established processes and 
procedures that are implemented 
consistently.   X  

Action Plan Developed (see 
Appendices D and E) 

ERO Enterprise 
Principles 

The ERO Enterprise avoids undue 
burden, discrimination, or 
capriciousness affecting 
registered entities.   X  

Action Plan Developed (see 
Appendices D and E) 

ERO Enterprise 
Principles 

The ERO Enterprise ensures 
efficiencies and minimizes 
duplication and activities not 
affecting reliability outcomes. X  X  

Action Plan Developed (see 
Appendices D and E) 

Reliability 
Standards 
Development 

Reliability Standards address risk 
to reliability in a cost-effective 
manner. X X X  

Action Plan Developed (see 
Appendix F) 

Reliability 
Standards 
Development 

The Reliability Standard 
requirements are clearly stated. X X X  

Action Plan Developed (see 
Appendix F) 

Reliability 
Standards 
Development 

Reliability Standards are practical 
to implement. X X X  

Action Plan Developed (see 
Appendix F) 

Compliance 
Monitoring and 
Enforcement 

ERO Enterprise compliance 
activities are efficient and 
effective.   X  

Action Plan Developed (see 
Appendix D) 

Compliance 
Monitoring and 
Enforcement 

The tools, processes, and 
templates related to risk-based 
compliance and enforcement 
activities are consistent where 
consistency is important.   X  

Action Plan Developed (see 
Appendix D) 

Compliance 
Monitoring and 
Enforcement 

Penalty results are transparent, 
consistently applied, and clearly 
communicated.   X  

Action Plan Developed (see 
Appendix D) 

Compliance 
Monitoring and 
Enforcement 

The implementation of spot 
checks was well-defined, 
organized, and followed 
established procedures.    X 

Comments on this item highlighted 
confusion between spot check and 
self-certifications. As described in 
Appendix 4C of the NERC Rules of 
Procedure, self-certifications are 
one of the monitoring methods 
used which requires registered 
entities to self-certify compliance 
with Reliability Standards. Spot 
checks may be conducted by a 
Regional Entity to verify or confirm 
self-certifications, self-reports, and 
periodic data submittals. They may 
also be random or may be initiated 
in response to events, as described 
in the Reliability Standards, or to 

5 This analysis includes those items with higher than 6% unfavorable ratings but also lower than 60% unfavorable ratings. 
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Analysis of Results 
 

operations problems, or system 
events. 

Organization 
Registration and 
Certification 

There is a timely and effective 
response during the Registry 
Appeals Process. X    

Although this item was identified 
as one of the lowest rated, the 
favorability analysis and raw 
comments show that the majority 
of respondents rated this as 
neutral and most have not been 
through a registry appeal. 

Organization 
Registration and 
Certification 

The organization registration 
process is well-defined and the 
definitions are clear.  X   

Action Plan Developed (see 
Appendix E) 

Organization 
Registration and 
Certification 

The Joint Registration 
Organization and Coordinated 
Functional Registration (JRO/CFR) 
process is clear.   X  

Action Plan Developed (see 
Appendix E) 

Organization 
Registration and 
Certification 

The Joint Registration 
Organization and Coordinated 
Functional Registration (JRO/CFR) 
process is consistently 
implemented.   X  

Action Plan Developed (see 
Appendix E) 

Reliability 
Assessment and 
Performance 
Analysis 

The ERO Enterprise identifies and 
prioritizes risks based on 
reliability impacts, cost and 
practicality of mitigation, and 
projected resources.   X  

The ERO Enterprise will continue 
to work with the Reliability Issues 
Steering Committee (RISC) to 
prioritize and review risk profiles 
and identify potential ways to 
address the costs and mitigations. 

Electricity 
Information 
Sharing and 
Analysis Center 

The E-ISAC is my primary resource 
for threat information and 
analysis.  X X  

The E-ISAC is working with the 
MEC to improve the 
portal/platform user experience 
and increase member 
engagement. 

International ERO 

The ERO Enterprise has taken 
appropriate steps to support 
North American reliability efforts 
in non-U.S. jurisdictions.   X  

Recognizing that each of the 
sovereign jurisdictions that make 
up the North American bulk power 
system has its own laws and 
administrative processes 
concerning adoption of Reliability 
Standards and designation of 
entities required to comply with 
standards, NERC continues to work 
with international regulators and 
stakeholders individually as well as 
collectively through forums such as 
CAMPUT and the Federal, 
Provincial and Territorial Electricity 
Working Group to facilitate 
consistency across North America. 
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Conclusion 
 
Overall, the results of the survey were positive, with ERO Enterprise averages ranging from 2.94 to 4.20. Industry’s 
relative perceptions of program strengths and opportunity areas were delineated through quantitative and 
qualitative analysis. 
 
After evaluating the results of the survey, NERC identified several areas for focus based on the following: (1) the 
five lowest rated items; (2) the five most unfavorable items; (3) the items with higher than 6% unfavorable ratings 
but also lower than 60% favorable ratings; and (4) the item that showed a statistically significant decrease in the 
year-over-year analysis. Three action plans were developed to capture several of the areas identified for focus, 
with other areas being addressed separately as identified in Table 1 in this report. The three action plans address 
areas of focus within reliability standards development, compliance monitoring and enforcement, and 
organization registration (see Appendices D, E, and F, respectively). As there were similar themes identified in the 
January 2015 survey, the action plans address both the January 2015 and May 2016 survey results. 
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Appendix A – Survey Composition 
 
The individual items included in the survey are identified below by topic area. Respondents were asked to evaluate 
the survey questions in various ways; some for the ERO Enterprise collectively, some for only NERC, some for each 
of the Regional Entities, and some for NERC and each of the Regional Entities. The brackets before each item 
below identifies which organization level applied to the question. The items used in the year-over-year analysis 
are identified with an asterisk. 
 
ERO Enterprise Principles 

1. [ERO Enterprise] The ERO Enterprise has the requisite technical expertise to execute the ERO’s statutory 
functions. 

2. *[ERO Enterprise] The ERO Enterprise acquires, engages, and retains highly qualified talent suited to the 
mission. 

3. *[ERO Enterprise] The ERO Enterprise uses its technical expertise to focus on significant risks to the BPS 
and important reliability outcomes. 

4. *[ERO Enterprise] The ERO Enterprise has established processes and procedures that are implemented 
consistently. 

5. *[ERO Enterprise] The ERO Enterprise shares common goals and measures of success. 

6. *[ERO Enterprise] The ERO Enterprise builds relationships that are founded on mutual trust. 

7. *[ERO Enterprise] The ERO Enterprise acts in a coordinated and collaborative manner with stakeholders. 

8. *[ERO Enterprise] The ERO Enterprise ensures efficiencies and minimizes duplication and activities not 
affecting reliability outcomes. 

9. *[ERO Enterprise] The ERO Enterprise avoids undue burden, discrimination, or capriciousness affecting 
registered entities. 

 
Reliability Standards Development 

10. *[ERO Enterprise] The ERO Enterprise communicates information about Reliability Standards, their 
development, and opportunities for stakeholder participation in an efficient and effective manner. 

11. [ERO Enterprise] The Reliability Standard requirements are clearly stated. 

12. *[ERO Enterprise] Reliability Standards address significant risks to reliability and security. 

13. *[ERO Enterprise] Reliability Standards are practical to implement. 

14. [ERO Enterprise] Reliability Standards address risk to reliability in a cost-effective manner. 
 
Compliance Monitoring and Enforcement 

15. [Regional Entities] Regional Entity staff performing inherent risk assessments are competent in that area. 

16. [Regional Entities] Regional Entity staff performing audits and internal controls evaluations are competent 
in those areas. 

17. [Regional Entities] Regional Entity staff performing enforcement activities are competent in that area. 

18. *[ERO Enterprise] ERO Enterprise compliance activities are risk informed. 

19. *[ERO Enterprise] The value of risk-based compliance and enforcement activities is well understood by 
registered entities. 
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20. *[ERO Enterprise] ERO Enterprise compliance activities are efficient and effective. 

21. *[Regional Entities] The Regional Entities provide registered entities with the information they need to 
engage with the ERO Enterprise in risk-based compliance and enforcement activities. 

22. *[Regional Entities] The tools, processes, and templates related to risk-based compliance and 
enforcement activities are consistent where consistency is important. 

23. *[NERC and the Regional Entities separately] The level of transparency for risk-based compliance and 
enforcement is appropriate, balancing efficiency and the confidentiality needs of a registered entity with 
the needs of industry as a whole to learn from others. 

 
Compliance Monitoring 

24. [Regional Entities] The audit process (including pre- and post-audit activities) for my entity’s most recent 
audit was well-defined, organized, and followed established procedures. 

25. *[Regional Entities] The audit report from my most recent audit identified clear, definitive, and actionable 
items to address. 

26. *[Regional Entities] The implementation of spot checks was well-defined, organized, and followed 
established procedures. 

27. *[Regional Entities] The self-reporting process is well defined, organized, and followed established 
procedures. 

28. *[Regional Entities] The self-certification process is well defined, organized, and followed established 
procedures. 

 
Enforcement Actions 

29. *[Regional Entities] Communication of violations clearly and specifically describes the manner in which a 
requirement was violated. 

30. *[Regional Entities] Communication of violations clearly and specifically describes the risk of possible 
violation, both actual and potential. 

31. *[Regional Entities] The mitigation plan submission and approval process is efficient and effective. 

32. [Regional Entities] Settlement results are transparent, consistently applied, and clearly communicated. 

33. [Regional Entities] Penalty results are transparent, consistently applied, and clearly communicated. 
 

Organization Registration and Certification 

34. *[ERO Enterprise] The risk-based registration process ensures that appropriate entities are registered or 
deregistered commensurate with risk to the Bulk Electric System (BES). 

35. [ERO Enterprise] The organization registration process is well-defined and the definitions are clear. 

36. [ERO Enterprise] The organization Deactivation/deregistration process is well-defined and implemented 
in a timely manner. 

37. [ERO Enterprise] My entity’s recent experience with the registration and/or Deactivation/deregistration 
process, if any, was appropriate. 

38. [NERC] The Joint Registration Organization and Coordinated Functional Registration (JRO/CFR) process is 
clear. 

39. [Regional Entities] The Joint Registration Organization and Coordinated Functional Registration (JRO/CFR) 
process is consistently implemented. 
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40. *[NERC] There is a timely and effective response during the Registry Appeals Process. 

41. [NERC] The certification process ensures that entities are certified commensurate with risk to the BES. 

42. *[NERC] Organization certification/re-certification rules and procedures are clear and consistently 
implemented. 

 
Personnel Certification 

43. [NERC] The personnel certification program is valuable in promoting skilled, trained, and qualified BPS 
operators. 

 
Reliability Assessment and Performance Analysis 

44. [ERO Enterprise] Reliability models (load flow and stability) and data accurately represent system 
behavior. 

45. *[NERC] NERC effectively communicates reliability assessments to stakeholders, policy makers, and the 
public. 

46. [NERC] NERC effectively reports on bulk power generation and transmission reliability, including emerging 
and long-term reliability issues of specific regional and North American concern. 

47. *[NERC] NERC compiles and publishes useful information on BES reliability performance metrics, 
benchmarks, and trends. 

48. *[ERO Enterprise] The ERO Enterprise identifies and prioritizes risks based on reliability impacts, cost and 
practicality of mitigation, and projected resources. 

49. *[NERC and the Regional Entities separately] NERC and the Regional Entities consistently analyze events 
and system performance to identify reliability risks, trends, and mitigating activities. 

50. [NERC and the Regional Entities separately] NERC and the Regional Entities develop and disseminate 
timely and useful information about system events and specific reliability risks affecting reliable operation 
of the BES. 

51. [NERC] NERC effectively uses the Alert process as described in Rule of Procedure 810. 
 
Training and Education 

52. [ERO Enterprise] The ERO Enterprise provides effective training to registered entities on Reliability 
Standards. 

 
Situational Awareness and Infrastructure Security 

53. *[NERC] NERC serves as an effective leader and facilitator of the industry’s efforts to identify and protect 
BES critical infrastructure. 

 
Annual Business Plan and Budget Development 

54. *[NERC and the Regional Entities separately] NERC and the Regional Entities provide reasonable 
opportunity for members and other stakeholders to provide input in the annual business plan and 
budgeting process. 

55. *[NERC and the Regional Entities separately] NERC and the Regional Entities provide sufficient information 
in support of its business plan and budget and its quarterly and annual financial reporting. 

 
Stakeholder Communications and Public Relations 
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56. *[NERC and the Regional Entities separately] NERC and the Regional Entities provide public websites that 
are useful in meeting stakeholder needs, including ease of access and up-to-date information. 

57. *[NERC and the Regional Entities separately] NERC and the Regional Entities provide newsletters, 
conferences, and other stakeholder communications that provide stakeholders with useful and timely 
information regarding reliability and ERO Enterprise activities. 

58. *[NERC and the Regional Entities separately] NERC and the Regional Entities provide effective outreach to 
stakeholders, including smaller entities with limited ability to travel to meetings and conferences. 

 
Electricity Information Sharing and Analysis Center 

59. [NERC] I use the E-ISAC portal: (a) daily; (b) weekly; (c) monthly; (d) never; (e) other. 

60. [NERC] The functionality of the E-ISAC portal is useful. 

61. [NERC] The E-ISAC is my primary resource for threat information and analysis. 

62. [NERC] The E-ISAC shares information on threats and incidents (e.g., bulletins, assessments, 
weekly/monthly reports, etc.) that is timely. 

63. [NERC] The E-ISAC shares information on threats and incidents (e.g., bulletins, assessments, 
weekly/monthly reports, etc.) that is informative. 

64. [NERC] The E-ISAC shares information on threats and incidents (e.g., bulletins, assessments, 
weekly/monthly reports, etc.) that is reliable. 

65. [NERC] The E-ISAC shares information on threats and incidents (e.g., bulletins, assessments, 
weekly/monthly reports, etc.) that is useful. 

66. [NERC] The E-ISAC shares information on threats and incidents (e.g., bulletins, assessments, 
weekly/monthly reports, etc.) that includes information not readily available to me from other sources. 

67. [NERC] The E-ISAC offers products and services (security awareness information, webinars, briefing 
sessions, security conferences and training and security exercises, etc.) that are timely. 

68. [NERC] The E-ISAC offers products and services (security awareness information, webinars, briefing 
sessions, security conferences and training and security exercises, etc.) that are high quality. 

69. [NERC] The E-ISAC offers products and services (security awareness information, webinars, briefing 
sessions, security conferences and training and security exercises, etc.) that are useful. 

70. [NERC] The E-ISAC offers products and services (security awareness information, webinars, briefing 
sessions, security conferences and training and security exercises, etc.) that provide information not 
readily available to me from other sources I use. 

71. [NERC] My organization trusts the E-ISAC. 
 
International ERO 

72. [ERO Enterprise] The ERO Enterprise has taken appropriate steps to support North American reliability 
efforts in non-U.S. jurisdictions. 
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Appendix B – Favorability Analysis 
 
Favorability analysis allowed for additional insight into the strength of stakeholder perception through 
examination of the rating distribution. Responses across all Regions and NERC were re-coded as “Unfavorable” 
(rating of 1 – Strongly Disagree or 2 – Disagree), “Neutral” (rating of 3 – Neither Disagree nor Agree), and 
“Favorable” (rating of 4 – Agree or 5 – Strongly Agree). The resulting analysis does not graphically represent the 
number of “Not Applicable” or missing responses. Figures 1 through 20 identify the favorability analysis for each 
rated item by program area. 
 

 
Figure 1: Favorability Analysis for ERO Enterprise Principles 

 
 

 
Figure 2: Favorability Analysis for ERO Enterprise Principles (cont.) 
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Figure 3: Favorability Analysis for Reliability Standards Development 

 
 

 
Figure 4: Favorability Analysis for Compliance Monitoring and Enforcement 

 
 

 
Figure 5: Favorability Analysis for Compliance Monitoring and Enforcement (cont.) 
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Figure 6: Favorability Analysis for Compliance Monitoring and Enforcement (cont.) 

 
 

 
Figure 7: Favorability Analysis for Compliance Monitoring and Enforcement (cont.) 

 
 

 
Figure 8: Favorability Analysis for Organization Registration and Certification 
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Figure 9: Favorability Analysis for Organization Registration and Certification (cont.) 

 
 

 
Figure 10: Favorability Analysis for Personnel Certification 

 
 

 
Figure 11: Favorability Analysis for Reliability Assessment and Performance Analysis 
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Figure 12: Favorability Analysis for Reliability Assessment and Performance Analysis 

(cont.) 
 

 

 
Figure 13: Favorability Analysis for Training and Education 

 
 

 
Figure 14: Favorability Analysis for Situational Awareness and Infrastructure Security 
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Figure 15: Favorability Analysis for Annual Business Plan and Budget Development 

 
 

 
Figure 16: Favorability Analysis for Stakeholder Communications and Public Relations 

 
 

 
Figure 17: Favorability Analysis for Electricity Information Sharing and Analysis Center 
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Figure 18: Favorability Analysis for Electricity Information Sharing and Analysis Center 

(cont.) 
 
 

 
Figure 19: Favorability Analysis for Electricity Information Sharing and Analysis Center 

(cont.) 
 
 

 
Figure 20: Favorability Analysis for International ERO 
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Appendix C – Year-Over-Year Analysis 
 
Figures 1 through 9 reflect the year-over-year comparison for each of the 37 items used for this analysis by 
program area. Items with an asterisk indicate a statistically significant difference. 
 

 
Figure 1: ERO Enterprise Principles Year-Over-Year Averages 

 
 

 
Figure 2: Reliability Standards Development Year-Over-Year Averages 

 
 

 
Figure 3: Compliance Monitoring and Enforcement Year-Over-Year Averages 
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Figure 4: Compliance Monitoring and Enforcement Year-Over-Year Averages (cont.) 

 
 

 
Figure 5: Organization Registration and Certification Year-Over-Year Averages 

 
 

 
Figure 6: Reliability Assessment and Performance Analysis Year-Over-Year Averages 
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Figure 7: Situational Awareness and Infrastructure Security Year-Over-Year Averages 

 
 

 
Figure 8: Annual Business Plan and Budget Development Year-Over-Year Averages 

 
 

 
Figure 9: Stakeholder Communications and Public Relations Year-Over-Year Averages 
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Appendix D – Compliance Monitoring and Enforcement Action 
Plan 
 
Regional Consistency in Compliance Monitoring and Enforcement 
January 2015 and May 2016 ERO Enterprise Effectiveness Survey Action Plan 
 
Overview  
In January 2015, NERC and the Regional Entities (collectively, the ERO Enterprise) issued their first joint 
stakeholder survey as one measure of the effectiveness of the ERO Enterprise in executing program activities. The 
final results are summarized in a report presented to the Corporate Governance and Human Resources Committee 
at its August 12, 2015 meeting (see Agenda Item 7). NERC staff reviewed the 2015 survey data and raw comments 
and developed a summary of common themes to clarify potential areas of confusion and identify related actions 
that have been or are being taken.  
 
In May 2016, the ERO Enterprise issued its second survey, which refined many of the questions from the initial 
survey. The final results are being summarized in a report to the CGHRC for its August 10, 2016, meeting. 
 
After analyzing the results and raw comments from both the January 2015 and May 2016 surveys, NERC staff 
developed action plans to address main themes in three program areas (reliability standards development, 
compliance monitoring and enforcement, and organization registration) that resulted from the survey. This action 
plan is related to the comments received on regional consistency with respect to compliance monitoring and 
enforcement. 
 
Regarding compliance monitoring, commenters indicated that there is inconsistency throughout the Regions in 
implementing risk-based compliance monitoring, which is a developing program. Specifically, commenters noted 
the need for common templates and increased consistency in the Coordinated Oversight of the Multi-Region 
Registered Entity program. As to enforcement, commenters stated settlement processes are not transparent, 
sometimes ambiguous, and vary between the Regions. Commenters also indicated that penalties are not 
transparent and consistent, particularly when violations are bundled together it is impossible to determine 
individual penalty amounts associated with each violation. Some commenters contended that it does not appear 
that self-reporting is beneficial to penalty calculations.  
 
The below action plans identify the actions that NERC has taken, or will take, to improve consistency, transparency, 
and efficiency. 
 
Compliance Monitoring Action Plans 
To improve consistency and efficiency in Compliance Monitoring, NERC and the Regional Entities are 
concentrating on the following critical areas: (a) templates; (b) Coordinated Oversight of the Multi-Regional 
Registered Entities (MRRE) Program; (c) Regional Entities’ implementation of risk-based compliance monitoring; 
and (d) monitoring approaches. 

a. Templates: The ERO Enterprise is enhancing existing templates that affect the registered entities and 
NERC. Among the templates NERC staff is considering for enhancement are the Inherent Risk Assessment 
(IRA) Summary Report, 90-day Audit Notification Package, and Audit Report.  These templates will be 
taken to the ERO Enterprise compliance leadership for their comments.   
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Timeline Actions 
Q4 2016 Enhance IRA and audit report templates  
Q1 2017 Enhance 90-day Audit Notification Package 
Q1 2017 Roll out revised templates.  
On-going  Continue to work with ERO Enterprise compliance leadership on 

process consistency 

b. Multi-Region Registered Entity (MRRE) Coordinated Oversight program: Industry has raised concerns 
about consistency in the MRRE program in the Effectiveness Survey as well as through other channels, 
including registered entity presentations at the NERC Board meetings in May 2016. The ERO Enterprise 
has been working to resolve these inconsistencies. In the first quarter of 2016, NERC and Regional Entity 
executives approved a task force, made up of representatives from NERC and each of the Regional Entities, 
focused on enhancing the processes used for coordinated oversight of each participating Multi-Region 
Registered Entity (MRRE). The MRRE Coordinated Oversight Program is intended to streamline risk 
assessment, compliance monitoring, enforcement, and event analysis activities for registered entities that 
use, own, or operate assets located in more than one Regional Entity’s boundary. Implementation of the 
MRRE Coordinated Oversight processes will also enhance the consistency of CMEP activities for registered 
entities registered in multiple regions. The task force, in conjunction with ERO Enterprise compliance 
leadership, provides outreach to MRREs participating in the Coordinated Oversight Program and develops 
procedures for use throughout the ERO Enterprise. The task force recently sought MRRE feedback on the 
program via a survey. The task force will use the survey results and other inputs to inform process 
improvements that optimize the efficiency of and consistency in coordinated oversight activities. In 
addition, NERC continues to observe audits conducted by the Regional Entities as part of its oversight of 
activities.  

  
Timeline Actions 

On-going Audit observations 
July 2016 Survey from Lead Regional Entity to MRREs participating in the 

Coordinated Oversight Program 
Q3 2016 Present survey results to ERO Enterprise compliance leadership and 

determine whether the survey identified additional opportunities 
for improvements 

Q1 2017 Implementation of communication for registered entities and 
training for Regional Entities on the new Coordinated Oversight of 
MRRE ERO Enterprise Procedure 

c. Regional Entities’ implementation of risk-based compliance monitoring: The focus of risk-based 
compliance monitoring is to customize compliance monitoring for each registered entity based on its 
specific inherent risks and other considerations (such as the entity’s internal controls), as well as the 
current risks to the bulk power system. However, customization begins with a consistent framework 
(including both risk elements and risk factors) and consistent documentation of the Regional Entity’s 
rationale for professional judgement on the other considerations. Therefore, there are two potential 
areas for perceived inconsistency – the risk factors or risk elements that each Regional Entity is using and 
the degree to which each Regional Entity views and accepts risk, via its professional judgement, in 
developing registered entities’ compliance oversight plans (COPs). 

 
For the use of risk elements: At a minimum, the ERO Enterprise updates the CMEP Implementation 
Plan (IP) on an annual basis, pursuant to the requirement in section 402 of the NERC Rules of 
Procedure (ROP). NERC’s and the Regional Entities’ development of the IP risk elements is informed 
by the risks identified by the Reliability Issues Steering Committee (RISC) as well as emerging risks. 
Additionally, the Regional Entities are working collaboratively to ensure consistency in the 
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identification of regional risks. The list of risk elements should remain relatively static year over year 
unless a new risk is identified that needs to be addressed.  
 
For the use of risk factors: The ERO Enterprise is updating the IRA guide to reflect that all Regional 
Entities will use a consistent set of risk factors as a starting point. This provides a uniform basis for all 
IRAs, while allowing Regional Entity use of professional judgement for other considerations, the 
rationale for which is documented. 
 
Regional Entity view and acceptance of risk: The ERO Enterprise is working collaboratively to 
understand how each Regional Entity is integrating each registered entity’s IRA results into the entity’s 
COP, including the scoping of each compliance monitoring activity, the depth of testing to be done 
during the activity, the frequency of compliance monitoring and the compliance monitoring tools that 
are to be used. Further analysis on this will be conducted as the program matures, initial IRAs are 
completed for each registered entity, and COPs are developed for each registered entity. 
 

Thus far, during the implementation of risk-based compliance monitoring, metrics have been reported 
quarterly to the NERC Board of Trustees, reflecting the progress of the implementation.  

 
Timeline Actions 

Q4 2016 Revise IRA Guide and ICE Guide 
Q4 2016 IRA and ICE webinar or other communication 
Q1 2017 Implementation of IRA, ICE, and Compliance Oversight Plans 
On-going Continue entities’ presentations of experiences at Board meetings 
On-going NERC oversight of Regions’ use of risk-based approach to compliance 

monitoring 

d. Monitoring Approaches: Survey results indicate the perception that different Regional Entities are 
monitoring standards in different ways. In many cases, there is no one definitive answer as to how a 
standard should be monitored, as it depends upon the registered entity’s specific facts and circumstances. 
However, the ERO Enterprise strives to respond to registered entity questions and the answers may 
appear to be decisive. The ERO Enterprise is working to correct this by: 

 
Providing more flexibility in answers to questions: The ERO Enterprise will acknowledge that, while 
there may be a general approach, each registered entity’s facts and circumstances must be 
considered. 
 
Clarifying the standard: The ERO Enterprise is working with Standards Development to have 
ambiguities/risks addressed during the standard development process (standards feedback loop). 
During the standards development process, the ERO Enterprise will provide the standards 
development team with input regarding (1) areas of standard that are difficult to monitor, either 
because the standard has provided unbounded flexibility or there is ambiguity in the standard and (2) 
risks that the ERO Enterprise is seeing in the field – either where the standard was unnecessarily broad 
or where the standard did not address the risk identified. Where there may be risk that was not 
covered by the standard, the drafting team, with industry, may determine the risk needs to be 
included in the standard for accountability or that there is another way to address the risk (such as a 
guideline).   
 
Discussing various approaches: Where possible, the ERO Enterprise is working to be consistent while 
continuing to make determinations based on each registered entity’s specific facts and circumstances. 
The Regions bring compliance related questions to ERO Enterprise compliance leadership, which 
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includes representatives from NERC and all Regional Entities, in order to provide a consistent 
approach through the ERO Enterprise. In many cases, the answer may be that the standard needs to 
be clarified.  
 

There are several ways a question regarding consistent monitoring approaches may come to the 
ERO Enterprise compliance leadership: 

a. Registered entities ask a Region for clarity; 

b. An inconsistency is identified during review of submitted compliance implementation 
guidelines;  

c. Working with the Coordinated Oversight Task Force (COTF) to develop consistent MRRE 
process; and 

d. The development of training, education and outreach. 
 
Training and outreach: The ERO Enterprise is working to develop consistent messaging for training 
and outreach, which may identify Regional differences. Regional Entities will continue to be involved 
in the development of and participation in the ERO workshops, and Compliance Assurance will work 
with the Regional Entities to promote consistency in Regional industry workshops.  
 

Timeline Actions 
On-going Provide more flexibility in answers to questions 
On-going Feedback loops to standards 
On-going (at least monthly) Continue to work with ERO Enterprise compliance leadership on 

process consistency 
On-going Training and Outreach 

 
In 2016, the above actions are reinforced by the 2016 ERO Enterprise and Corporate Metrics. Sub-metric D of the 
2016 metrics focuses on the implementation of the risk-based CMEP. Additionally, as part of sub-metric E, NERC 
is implementing an ERO-wide oversight plan that will provide transparency of NERC monitoring activities that 
ensure consistency among Regional Entities for CMEP-related activities. Further, the Regional Consistency 
Reporting Tool is also available for registered entities, or other relevant industry stakeholders, to report any 
perceived inconsistency in the methods, practices, or tools of two or more Regional Entities. Reported issues are 
posted under findings, with a status for each. 
 
Enforcement Action Plans 
To improve consistency and efficiency in Enforcement, NERC and the Regional Entities are concentrating on the 
following critical areas: (a) process reviews; (b) assessing the risk of noncompliance; and (c) settlements and 
penalty determinations.  

a. Process reviews: As part of its oversight role, NERC staff evaluates the risk-based enforcement processes 
and reviews processes and procedures, as well as samples of specific cases. The following process reviews 
are underway: 

 
Self-logging process review: This review will evaluate the Regional Entity’s implementation of the self-
logging program to ensure it aligns with the self-logging program document developed by the ERO 
Enterprise. NERC will review the following areas to evaluate implementation: (1) request for eligibility 
for the self-logging program; (2) Regional Entity review of the registered entity’s processes; (3) 
communication of eligibility determination; (4) process for self-logging; (5) Regional Entity evaluation 
of logged items; and (6) Regional Entity verification of mitigation completion.   
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Compliance Exception and Find, Fix, Track, and Report (FFT) process review: NERC, along with FERC 
staff, annually reviews the Regional Entities’ implementation of the Compliance Exception and FFT 
programs. This review evaluates the Regional Entity’s implementation of the compliance exception 
and FFT programs to ensure they align with the applicable documents and guidance developed by the 
ERO Enterprise. NERC reviews the following areas to evaluate implementation: (1) internal process 
documents describing implementation of the compliance exception and FFT processes by the Regional 
Entities; (2) criteria used to determine if a noncompliance is eligible for the compliance exception or 
FFT process; (3) status updates on the performance of Regional Entities and functioning of the 
programs; and (4) lessons learned or benefits from application of the programs. NERC prepares an 
annual report detailing the results of the process review, highlighting areas for possible improvement. 
 

Timeline Actions 

October 30, 2016  Provide preliminary feedback to Regional Entities on self-logging 
process 

November 19, 2016  Filing of annual report on compliance exception and FFT program 

b. Assessing the risk of noncompliance: NERC and the Regional Entities’ enforcement teams participate in 
risk assessment calibration exercises on a regular basis. These exercises, which use case studies and fact 
patterns developed from actual cases, help align the assessment of risk for noncompliance across the ERO 
Enterprise. Risk assessment training was also part of the Spring 2016 CMEP Staff Workshop. Further, NERC 
evaluates the Regional Entities’ risk assessments in each of their submittals of resolved noncompliance. 
 

Timeline Actions 
September 9, 2016  Next meeting to calibrate risk assessment efforts 

c. Settlement and penalty determination: In early October 2015 and again in April 2016, NERC and the 
Regional Entities’ enforcement teams conducted formal training exercises using case studies based on 
fact patterns developed from actual enforcement actions. The group worked through these exercises in 
small groups of representatives from multiple regions and then came together as a whole to discuss the 
outcome and the factors affecting how each group reached its conclusions as to how best to categorize 
different activities.    
 
NERC and the Regional Entities participated in additional training on credits and mitigating factors in 
penalty determinations during the Spring 2016 CMEP Staff Workshop. Four case studies allowed the 
participants to categorize and distinguish “above and beyond” activities, mitigation activities, and 
mitigating factors, including self-reporting credit. The workshop also included training on the application 
of the NERC Sanction Guidelines in the determination of penalties.   

 
NERC and the Regional Entities will also complete a penalty exercise in September. Fact patterns will be 
shared and each Regional Entity will be asked to calculate a proposed penalty amount based on the facts 
presented. The participants will then work through each example and discuss the various factors and how 
each Regional Entity considered them in its penalty assessment. Exercises like these not only drive 
consistency, but they provide for continuous improvement as we learn from one another and incorporate 
this knowledge into our day to day activities.   
 
NERC also continues its ongoing review of penalties in the cases submitted by the Regional Entities. 
 

Timeline Actions 
September 9, 2016  In-person discussion of penalty calibration exercise 
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In addition to the activities above, the Enforcement Group has developed templates for use in enforcement 
activities involving Coordinated Oversight of the MRREs. 
 

Timeline Actions 
June 30, 2016  Completion of enforcement related MRRE templates 
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Regional Consistency in Registration  
January 2015 and May 2016 ERO Enterprise Effectiveness Survey Action Plan 
 
Overview  
In January 2015, NERC and the Regional Entities (collectively, the ERO Enterprise) issued their first joint 
stakeholder survey as one measure of the effectiveness of the ERO Enterprise in executing program activities. The 
final results are summarized in a report presented to the Corporate Governance and Human Resources Committee 
at its August 12, 2015 meeting (see Agenda Item 7). NERC staff reviewed the 2015 survey data and raw comments 
and developed a summary of common themes to clarify potential areas of confusion and identify related actions 
that have been or are being taken. 
 
In May 2016, the ERO Enterprise issued its second survey, which refined many of the questions from the initial 
survey. The final results are being summarized in a report to the CGHRC for its August 10, 2016, meeting. 
 
After analyzing the results and raw comments from both the January 2015 and May 2016 surveys, NERC staff 
developed action plans to address main themes in three program areas (reliability standards development, 
compliance monitoring and enforcement, and organization registration) that resulted from the survey. This action 
plan is related to ensuring regional consistency with respect to registration. Specifically, the comments received 
were generally focused on consistency in the application of registration criteria, deregistration and deactivation, 
and joint registration organization (JRO)/ coordinated functional registration (CFR) registration. Additionally, 
commenters observed there was a general lack of understanding of the JRO/CFR processes. 
 
Organization Registration 
Since the 2015 survey, NERC has completed several activities focused on ensuring consistency across the ERO 
Enterprise: 

a. NERC established the NERC-led review panel, comprised of NERC and Regional Entity staff, to foster 
consistency across the ERO Enterprise regarding registration decisions. The review panel examines the 
following types of requests from registered entities: (1) requests for deactivation of, or decisions not to 
register, an entity that meets Sections I through IV of the Compliance Registry Criteria; (2) requests to add 
an entity that does not meet (i.e., falls below) the Compliance Registry Criteria; (3) disputes regarding the 
application of the Compliance Registry Criteria; and (4) requests for a sub-set list of applicable Reliability 
Standards. 

b. NERC meets with ERO Enterprise registration staff on a monthly basis to consider ongoing registration 
issues, including approaches to address regional inconsistencies. In addition, as circumstances dictate, 
NERC hosts a joint meeting of relevant registration staff from the ERO to discuss issues, reach consensus 
and ensure consistent practices in the future. 

c. The ERO Enterprise developed a common registration form to assist with consistency, which is posted on 
each Regional Entity’s website. 

d. In December 2015, NERC posted the ERO Registration Procedure and the Risk-Based Registration 
Implementation Guidance, which are intended to provide transparency and a consistent method for 
processing the changes in registration driven by the implementation of the RBR initiative. 

e. The Regional Consistency Reporting Tool is also available for registered entities, or other relevant industry 
stakeholders, to report any perceived inconsistency in the methods, practices, or tools of two or more 
Regional Entities. Reported issues are assessed by the Regional Entities and the assessment results are 
provided in an evaluation report, which may include recommendations to address an actual inconsistency, 
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explanation of the inconsistency, and/or explanation that no inconsistency exists. The evaluation reports 
are incorporated into a findings spreadsheet that is posted on the consistency tool website.  

 
In addition to the items mentioned above, the draft 2016 oversight plan calls for a risk-based approach to review 
the documents used by respective regions, as applicable, to conduct registration activities to ensure consistency, 
including:  

• Governing documents that are used to implement the requirements of the NERC Rules of Procedure (ROP) 
Sections 500, 1200, and 1500 and Appendices 5A and 5B 

• Program documents that reflect Organization Registration Program (ORP) procedures and 
implementation of ERO Enterprise governing and guidance documents 

• Documents or agreements regarding ORP activities within the Regional Entity footprint 

• Processes and procedures used to adhere to the ORP, including: 

 Registration applications and updates 

o JRO and CFR registrations 

 Registration deactivations 

 Registration deregistration  

 Registration appeals 

 Data and information and confidentiality management 
 

Additionally, on a sample basis, NERC will verify that Regional Entities have: 

• Developed and implemented common and consistent registration, JRO, CFR, deactivation and 
deregistration processes, information systems, and methods among the Regional Entities; 

• Administered its ORP activities in accordance with the provisions, processes, and procedures of the ROP, 
including Appendix 5A and Appendix 5B to the ROP; 

Materials for the ORP; 

• Participated on and used the NERC-led panel for risk-based determinations in accordance with RoP 
Appendix 5A, Section III.D, NERC-led Review Panel; 

• Reviewed evidence in concluding its ultimate determination; 

• Provided all required notifications and information to NERC and the registered entities, as required; and 

• Completed information, corrected information, and revised information upon request or as warranted. 
 
To ensure future assessments of consistency, ERO Enterprise and Corporate Metrics for 2016 include two sub-
metrics (sub-metrics C and E) related to improving consistency across the Regional Entities in the registration area. 
Sub-metric C of the 2016 ERO Enterprise and Corporate Metrics includes a documented review of the structure 
and consistency of the current registration program. This review is targeted for completion by Q4 2016 and may 
result in additional modifications to the oversight plan developed and being implemented as part of sub-metric E. 
 
Further, to address concerns around the understanding of the JRO/CFR processes, NERC will work with the 
Regional Entities to review these processes during their regular workshops. 
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Timeline Actions 
December 2016 Complete review of registration program 
2017 Implement program changes, if any, based on program review 
On-going NERC oversight of Regional Entities 
Q4 2016 During a joint ERO Enterprise registration meeting, NERC will work 

with Regional Entities to review JRO/CFR processes during their 
regular workshops 
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Cost-effectiveness, Clarity, and Practicality of Reliability Standards 
January 2016 and May 2016 ERO Enterprise Effectiveness Survey Action Plan 
 
Overview  
In January 2015, NERC and the Regional Entities (collectively, the ERO Enterprise) issued their first joint 
stakeholder survey as one measure of the effectiveness of the ERO Enterprise in executing program activities. The 
final results are summarized in a report presented to the Corporate Governance and Human Resources Committee 
at its August 12, 2015 meeting (see Agenda Item 7). NERC staff reviewed the 2015 survey data and raw comments 
and developed a summary of common themes to clarify potential areas of confusion and identify related actions 
that have been or are being taken. Further, NERC has developed action plans to address two of the main themes 
that resulted from the survey. This action plan is related to the comments received on regional consistency with 
respect to compliance monitoring and enforcement. 
 
In May 2016, the ERO Enterprise issued its second survey, which refined many of the questions from the initial 
survey. The final results are being summarized in a report to the CGHRC for its August 10, 2016, meeting. 
 
After analyzing the results and raw comments from both the January 2015 and May 2016 surveys, NERC staff 
developed action plans to address main themes in three program areas (reliability standards development, 
compliance monitoring and enforcement, and organization registration) that resulted from the survey. This action 
plan is related to the comments received on cost-effectiveness, clarity, and practicality of Reliability Standards. 
Specifically, commenters noted that inconsistencies were more prevalent in standards that were developed in the 
formative years of the ERO, and that the more recently developed standards are more congruent. Commenters 
also indicated that administrative requirements remain in the existing body of Reliability Standards, and that some 
are not practical to implement.  Finally, commenters stated that Reliability Standards do not always address risks 
to reliability in the most cost effective manner.   
 
The below action plans identify the actions that NERC has taken, or will take, to improve these noted concerns in the 
standards development process. 
 
Standard Development Action Plans 
To improve the noted concerns in Standards Development, NERC is focusing on the following critical areas: (a) 
Enhanced Periodic Reviews; (b) development of a common Reliability Standard Metric; and (c) development of a 
Cost Effectiveness Method. 

e. Enhanced Periodic Reviews: The NERC Standard Processes Manual requires a periodic review of NERC 
Reliability Standards at least once every ten years.6 That requirement is met through Enhanced Periodic 
Reviews (EPR), which provide a wide view of the standards to determine whether a particular group of 
standards is effective in mitigating risk to the bulk power system. Additionally, the periodic review 
comprehensively reviews standards to evaluate whether the requirements are clear and unambiguous. 
 

6 Per Section 13 of the SPM, all Reliability Standards shall be reviewed at least once every ten years from the effective date of the Reliability 
Standard or the date of the latest NERC Board of Trustees adoption to a revision of the Reliability Standard, whichever is later. If a Reliability 
Standard is approved by the American National Standards Institute as an American national standard, it shall be reviewed at least once 
every five years from the effective date of the Reliability Standard or the date of the latest NERC Board of Trustees adoption to a revision 
of the Reliability Standard, whichever is later. 
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EPR teams consist of a cross-functional Standing Review Team7 and a Stakeholder Subject Matter Expert 
team appointed by the NERC Standards Committee (SC). Together, they develop recommendations on 
whether the subject Reliability Standards should be reaffirmed as is, revised, or withdrawn. The SC reviews 
and adopts the EPR team’s recommendations.  
 
In 2013 and 2014, NERC used the periodic review template for all five-year reviews that were performed 
for eligible standards. The template was revised in 2015 to include quality and content questions 
developed by the Independent Expert Review Panel (IERP). The template was further adapted to eliminate 
duplicative questions and to provide the cross-functional review team with a clear framework to conduct 
the periodic reviews.8 The first standards going through an enhanced periodic review using this revised 
template are PER-001, PER-003 and PER-004; and VAR-001 and VAR-002. These reviews will commence 
after the publication of the reliability standards grading metric discussed below. 

 
Timeline Actions 

Q3 2016 Review team commences deliberations on PER-001, PER-003, and 
PER-004; and VAR-001 and VAR-002 

Q4 2016 Determine 2017 work scope based on eligible standards and industry 
feedback 

Q1 2017 Continue enhanced periodic reviews 
On-going  Review teams develop final recommendations on subject standards 

f. Reliability Standard Metric: The NERC Board of Trustees (Board) expressed interest in NERC developing a 
metric to evaluate the content and quality of NERC Reliability Standards. In 2016, NERC implemented a 
standards grading metric to grade all standards eligible for an EPR, which includes all standards in effect 
in the United States (compliance enforcement date) for at least one year.9 The EPR standing review team 
grades the standards using an enhanced version of the IERP grading template.10 Standards grades are 
harmonized in public meetings with the initial EPR standing review team grades posted for stakeholder 
comment. After consideration of comments, the EPR standing review team finalizes the grades and 
provides the results to the EPR teams and the results will be published annually in the Reliability Standard 
Development Plan (RSDP) for informational purposes.  
 
The grading will also assist in prioritizing future EPRs. For example, if the grading indicates a gap or a 
significant need to increase the quality or content of a standard or standard family, such input may 
warrant assignment of a higher priority over standards and standard families that have high quality and 
content grades. If a standard is revised as a result of recommendations in the EPR, that standard will be 
re-graded, and the new grade will be attached to the Reliability Standard Development Plan (RSDP) for 
informational purposes.  
 
For the 2016 grading, the EPR standing review team met in June 2016 to determine preliminary grades. 
These preliminary grades were posted for a 30-day industry comment period on June 30, 2016. The EPR 
standing review team will meet again to review the comments received and make any necessary 

7 The Standing Review Team is composed of each chair or delegate from the SC, Operating Committee, Planning Committee, and Critical 
Infrastructure Protection Committee (CIPC); a representative from one of the Regions; and a NERC staff representative. The CIPC delegate 
will only be called on if CIP Standards are being reviewed. 
8 The EPR template is located at 
http://www.nerc.com/pa/Stand/Resources/Documents/Enhanced_Periodic_Review_Template_090214.pdf.  
9 In some cases, the particular version of a standard may not have been in effect for one year, but may still be eligible for grading if the 
standard is a revision to a standard that has been in effect greater than a year. 
10 The grading tool is based on the grading tool from the 2013 Standards Independent Experts Review Project. The SC endorsed using the 
same decisions-tree and grading criteria, with the addition of one quality question on cost effectiveness. For purposes of the 2016 standards 
grading, the cost effectiveness quality question does not contribute to the final numeric grade for quality. 
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adjustments to the grades. The 2016 final standards grades will be published on the NERC website by the 
end of the third quarter of 2016.  
 
In 2017, the grading metric will be applied to the standards that are newly eligible for an EPR.  In 2017, 
the grading will occur in the first half of the year, which will assist in the prioritizing of EPRs in 2017 and 
2018. Grading will continue to occur on an annual basis as standards become newly eligible for EPRs. 
 

Timeline Actions 
Q3 2016 Publish 2016 final standards grades 
Q4 2016 Develop a grading work plan for standards newly eligible for 

review in 2017 
Q2 2017  Conduct standards grading on standards newly eligible in 2017; 

regrade standards recommended for revision 

g. Cost Effectiveness Method: Federal, State and Provincial regulatory authorities, the Board, Regional 
Entities, and many industry stakeholders have expressed interest in the identification of the costs incurred 
from implementing NERC Reliability Standards compared to risks addressed. The desire is to balance costs 
and risks during the standards development and revision process. Development and implementation of 
this method is also supported by sub-metric A of the ERO Enterprise and Corporate Metrics for 2016. 

 
In the past, determination of the costs from the implementation of NERC Reliability Standards were 
implicitly considered throughout the standards development process, wherein detailed comments are 
sought and modifications to proposed standards made, based on input from the standards ballot pool 
(which is a cross-section of interested participants). However, a desire for more direct assessment of costs 
has been raised, for a multitude of reasons. For example, registered entities have identified the need to 
estimate implementation costs for budgeting and rate case development. Further, many state regulators 
would like this information to determine consumer costs implications of reliability. 

 
The proposed method for developing cost evaluations during standard development consists of two 
phases. The first phase of cost analysis would be conducted prior to, or in conjunction with, the Standard 
Authorization Request (SAR) stage of standard development. This would provide a high level analysis of 
the risk reduction to the BES being considered, as well as the potential monetary and societal costs of not 
addressing the reliability risks. If the SAR drafting team believes there is a need to pose questions to the 
industry during the SAR drafting phase, they would clearly identify the reliability risk being mitigated and 
provide industry the opportunity to identify alternate methods to be captured in the standard that may 
achieve the reduction in risk to the BES in a cost effective manner.  

 
During the second phase of cost analysis, a mechanism would be established for collecting information 
from various types of registered entities that may have cost impacts associated with implementing a 
standard. Once a SAR has been accepted by the Standards Committee, the SDT would then initiate 
development of the Reliability Standard. They could initiate the cost assessment process by determining 
the types of registered entities that may incur an incremental cost burden based on the draft standard. 
The entities considered may be a functional entity, or a subset of a functional entity. The SDT could use 
available data to determine the number of such entities. The goal of this phase would be to collect 
information on the specific type of cost information requested, compiled on a per unit basis where 
possible. This may also include a range of costs to represent potential implementation solutions. For 
example, if there were three potential requirements that mitigate a risk, there would be three estimates 
of incremental cost, which would result in a range of costs. The SDT and NERC staff would compile the 
cost information for each category of entity, and would project the cost by the number of entities in each 
category to provide a continent-wide representative estimation. Anonymized cost information would be 
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posted on the NERC standards project page, and would also be used to form a database for applications 
of future standard developments and periodic reviews. 

 
Project 2015-10: Single Points of Failure TPL-001 from the 2016-2018 RSDP was chosen for piloting the 
above approach. This project addresses two directives from FERC Order No. 786 and considers other 
improvements to TPL-001-4 — Transmission System Planning Performance Requirements. 

 
Timeline Actions 

Q3 2016 Post summary of comments received from the Phase 1 pilot and 
provide to SDT 

Q4 2016 Based on SDT work, determine and post cost estimates in 
accordance with Phase 2 

Q1 2017 Determine projects to continue pilots 
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Executive Summary 
 
In January 2015, NERC and the Regional Entities (collectively, the ERO Enterprise) issued its first joint stakeholder 
survey as one measure of the effectiveness of the ERO Enterprise in executing program activities. In May 2016, 
the second ERO Enterprise Effectiveness Survey was issued.  
 
After evaluating the results of the May 2016 survey, several items were identified for focus within the following 
areas: (1) standards; (2) organization registration; and (3) compliance monitoring and enforcement. Action plans 
have been developed to address these identified items for focus. As the main themes were similar to those 
identified from the January 2015 survey results, the action plans address results from both the January 2015 and 
May 2016 surveys.  However, the results provided in this report relate to the May 2016 survey. 
 
The ERO Enterprise wishes to thank the industry for their participation and the feedback provided in the survey, 
and looks forward to continued feedback in future surveys. 
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Introduction  
 
Background 
In January 2015, the first ERO Enterprise Effectiveness Survey was issued in partnership with TalentQuest to obtain 
stakeholder feedback on the effectiveness of the ERO Enterprise in executing program activities. The content was 
developed with an ad hoc group consisting of representatives from NERC, the Regions, and industry. The ad hoc 
group then refined the survey items and implemented several improvements to the structure and user interface 
based on lessons learned from the initial survey. The second survey, which serves as the basis for this report, was 
issued in May 2016. 
 
The survey was comprised of 72 rated items (see Appendix A) that addressed the following topic areas: 

• ERO Enterprise Principles 

• Reliability Standards Development 

• Compliance Monitoring and Enforcement1 

• Organization Registration and Certification2 

• Personnel Certification 

• Reliability Assessment and Performance Analysis 

• Training and Education 

• Situational Awareness and Infrastructure Security 

• Annual Business Plan and Budget Development 

• Stakeholder Communications and Public Relations 

• Electricity Information Sharing and Analysis Center 

• International ERO 
 
Respondents were asked to evaluate the survey questions in various ways; some for the ERO Enterprise 
collectively, some for only NERC, some for each of the Regional Entities, and some for NERC and each of the 
Regional Entities (see Appendix A). Items were evaluated via a five-point, agreement-based rating scale (“Strongly 
Disagree” to “Strongly Agree”): 
 
1 – Strongly Disagree 
2 – Disagree 
3 – Neither Disagree nor Agree 
4 – Agree 
5 – Strongly Agree 
 
Qualitative data was gathered for each Topic Area with the ability to leave open-ended comments for each 
survey question. The qualitative data was interpreted through a thematic analysis to quantify open-ended 
perceptions. 

1 The questions in this section were coordinated with the ERO Monitoring Subcommittee (EROMS), a subcommittee of the Compliance and 
Certification Committee (CCC). While these questions are included in the analysis in this report, the CCC is also preparing its own analysis 
report for these questions to present to the NERC Board of Trustees, which will include their recommendations to NERC. The analysis in 
the CCC report will only use data from respondents with an NCR number identified. 
2 Id. 
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Response Rate and Demographics  
 
The survey was issued to a broad list of stakeholders, including stakeholders on NERC’s primary distribution list 
related to all NERC matters, primary compliance contacts, and registered users of the Electricity Information 
Sharing and Analysis Center (E-ISAC). Similar to the January 2015 survey, recipients had the option to respond 
with a single survey on behalf of multiple NERC Compliance Registry (NCR) numbers or separate surveys for each 
NCR number represented. If a survey recipient responded with a single survey on behalf of two NCR numbers, for 
example, that survey was counted twice in the results, once for each NCR represented. Additionally, multiple 
responses were allowed for a single NCR number. There were 265 survey respondents, of which 235 individuals 
responded on behalf of 368 NCR numbers, representing 368 Regional data points. The additional 30 individuals 
responded with no NCR number identified and represented 68 Regional data points. Demographics were collected 
on the associated country(ies) of each respondent, which identified 260 in the United States, 14 in Canada, and 3 
in Mexico.  
 
Regional responses were measured as a percentage of the entire respondent sample. There were a total of 436 
Regional data points. Figure 1 identifies both the number and percentage of respondents by Regional Entity.  Each 
Regional percentage represents the percentage of the 436 total Regional data points. Individual Regional response 
rates ranged from 5% to 20%. Figure 1 identifies both the number and percentage of respondents by Regional 
Entity.  
 

 
Figure 1: Regional Representation 

 
For those respondents that responded on behalf of an NCR number, TalentQuest used the NERC Compliance 
Registry as of June 10, 2016 to identify the registered functions for each respondent. Figure 2 provides respondent 
demographics by registered function and Regional Entity. 
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Response Rate and Demographics 
 

 
Figure 2: Registered Functions by Regional Entity
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Summary of Survey Responses 
 
Topic Area Analyses 
The first level of analysis, shown in Figure 3, was conducted at the topic-area level and considered all survey 
responses in aggregate (NERC and Regional Entities combined). Personnel Certification was the highest-rated topic 
area (mean = 4.20) and Reliability Standards Development was the lowest-rated topic area (mean = 3.47). 
 

 
Figure 3: Aggregate Ratings by Topic Area 

 
Highest- and Lowest-Rated Items 
The survey’s highest-rated item means ranged from 4.13 to 4.20 and were distributed across the following topic 
areas: (1) Personnel Certification; (2) Compliance Monitoring and Enforcement; and (3) E-ISAC areas. The lowest-
rated item means ranged from 2.94 to 3.40 and were distributed across the following topics areas: (1) Reliability 
Standards Development; (2) ERO Enterprise Principles; and (3) Organization Registration and Certification. Figures 
4 and 5 show the highest- and lowest-rated items overall (NERC and the Regions combined), respectively. Overall, 
the results were positive, with aggregate averages ranging from 2.94 to 4.20.3 
 

 
Figure 4: Highest-Rated Items – Overall 

 

3 The overall aggregate averages from the January 2015 survey ranged from 3.42 to 4.45. Although these are slightly higher averages than 
the May 2016 survey aggregate averages, it is not clear whether the changes are statistically significant, as a number of questions were 
removed, added, or refined. 
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Summary of Survey Responses 
 

 

 
Figure 5: Lowest-Rated Items – Overall 

 
 
Favorability Analyses 
Favorability analysis allowed for additional insight into the strength of stakeholder perception through 
examination of the rating distribution. All responses were re-coded as “Unfavorable” (rating of 1 – Strongly 
Disagree or 2 – Disagree), “Neutral” (rating of 3 – Neither Disagree nor Agree), and “Favorable” (rating of 4 – Agree 
or 5 – Strongly Agree). The resulting analysis does not graphically represent the number of “Not Applicable” or 
missing responses. 
 
Figure 6 reflects the five items with the greatest number of favorable ratings (ranging from 86.5–88 percent), 
which were from the topic areas of Reliability Standards Development, Compliance Monitoring and Enforcement, 
Personnel Certification, and E-ISAC. Conversely, Figure 7 reflects the five items with the greatest number of 
unfavorable ratings (ranging from 15.5–33 percent), which were from the topic areas of Reliability Standards 
Development, Organization Registration and Certification, and E-ISAC. 
 
Appendix B identifies the favorability analysis for each question in the survey by program area. 
 

 
Figure 6: Most Favorable Items 
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Summary of Survey Responses 
 

 
Figure 7: Most Unfavorable Items 

 
Year-Over-Year Analyses 
The following analysis used a subset of 37 questions, identified with an asterisk in Appendix A, for the purpose of 
year-over-year comparison. Only those questions rated in both 2015 and currently in 2016 (or deemed 
appropriately similar) were used in the year-over-year analysis. 
 
Figure 8 identifies the year-over-year comparison by program area, using only the subset of questions. Appendix 
C includes the year-over-year comparison for each of the 37 questions by program area. Of the 37 questions, there 
were two that showed a statistically significant4 difference: 

• In Compliance Monitoring and Enforcement, the average rating for “the implementation of spot checks 
was well-defined, organized, and followed established procedures” decreased from 3.93 in the January 
2015 survey to 3.61 in the May 2016 survey. 

• In Organization Registration and Certification, the average rating for “the risk-based registration process 
ensures that appropriate entities are registered or deregistered commensurate with risk to the Bulk 
Electric System (BES)” increased from 3.42 in the January 2015 survey to 3.77 in the May 2016 survey. 

 

 
Figure 8: Overall Year-Over-Year Averages 

 
 

4 TalentQuest used t-tests and ANOVA to identify statistically significant differences. 
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Summary of Survey Responses 
 

Comment Analysis 
In the May 2016 survey, TalentQuest conducted a thematic qualitative analysis of the open-ended responses, 
creating objective output for interpretation. For each topic area, all comments were coded thematically. The 
comment analysis below identifies the main themes within each topic area based on both TalentQuest’s analysis 
and NERC’s review of the comments. There is no analysis for Situational Awareness and Infrastructure Security or 
International ERO, as too few comments were received.  
 
ERO Enterprise Principles 

Comment Topic/Theme 
Improve efficiencies/minimize duplication in reporting  
Turnover/retention 
Regional inconsistencies  

 
Reliability Standards Development 

Comment Topic/Theme 
Standards have improved but still need more work 
Some Reliability Standards are not clear 
Implementation difficult for smaller entities 

 
Compliance Monitoring and Enforcement 

Comment Topic/Theme 
Value of risk-based compliance activities are understood  
Regional inconsistencies  
Too early to assess 
Progress, but improvements still needed  
Audit and self-reporting process is well organized/informative 

 
Organizational Registration and Certification 

Comment Topic/Theme 
Lack of clarity in the registration process 
Regional inconsistencies  

 
Personnel Certification 

Comment Topic/Theme 
Adds great value 
Current offering is a good start 

 
Reliability Assessment 

Comment Topic/Theme 
Progress, but still need improvements 
Models are not representative of true risk  
Gather stakeholder input earlier 
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Performance Analysis 
Comment Topic/Theme 

More work needed on metrics 
Website does not provide useful content  

 
Event Analysis 

Comment Topic/Theme 
Cost and practicality not taken into account 
Good progress has been made 
Inconsistencies in NERC Alert System 
Information is not timely  

 
Training and Education 

Comment Topic/Theme 
Great webinars/workshops 
Limited reliability training  

 
Annual Business Plan and Budget Development 

Comment Topic/Theme 
Engage stakeholders earlier 
Improve alignment with strategic planning 
Improvement in processes 

 
Stakeholder Communications and Public Relations 

Comment Topic/Theme 
Website is difficult to navigate/cannot easily search  
Outreach (newsletters, conferences, webinars) is improving 

 
E-ISAC 

Comment Topic/Theme 
Information shared not always usable/valuable 
Does not use E-ISAC portal often or at all 
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Analysis of Results  
 
NERC analyzed the results of the survey, including the raw comments, to identify potential areas for focus. In its 
analysis, NERC focused on the five lowest rated items, five most unfavorable items, items with higher than 6% 
unfavorable ratings but also lower than 60% unfavorable ratings, and the item that showed a statistically 
significant decrease in the year-over-year analysis. Table 1 identifies each of these items, the analysis that 
identified the item as a potential focus area, and any actions that have been or are being taken. 
 

Table 1: Potential Areas for Focus 

Topic Area Survey Item 

Five 
Lowest 
Rated 

Five Most 
Unfavorable 

Additional 
Favorability 

Analysis5 

Year-
Over-Year 
Analysis Actions 

ERO Enterprise 
Principles 

The ERO Enterprise has 
established processes and 
procedures that are implemented 
consistently.   X  

Action Plan Developed (see 
Appendices D and E) 

ERO Enterprise 
Principles 

The ERO Enterprise avoids undue 
burden, discrimination, or 
capriciousness affecting 
registered entities.   X  

Action Plan Developed (see 
Appendices D and E) 

ERO Enterprise 
Principles 

The ERO Enterprise ensures 
efficiencies and minimizes 
duplication and activities not 
affecting reliability outcomes. X  X  

Action Plan Developed (see 
Appendices D and E) 

Reliability 
Standards 
Development 

Reliability Standards address risk 
to reliability in a cost-effective 
manner. X X X  

Action Plan Developed (see 
Appendix F) 

Reliability 
Standards 
Development 

The Reliability Standard 
requirements are clearly stated. X X X  

Action Plan Developed (see 
Appendix F) 

Reliability 
Standards 
Development 

Reliability Standards are practical 
to implement. X X X  

Action Plan Developed (see 
Appendix F) 

Compliance 
Monitoring and 
Enforcement 

ERO Enterprise compliance 
activities are efficient and 
effective.   X  

Action Plan Developed (see 
Appendix D) 

Compliance 
Monitoring and 
Enforcement 

The tools, processes, and 
templates related to risk-based 
compliance and enforcement 
activities are consistent where 
consistency is important.   X  

Action Plan Developed (see 
Appendix D) 

Compliance 
Monitoring and 
Enforcement 

Penalty results are transparent, 
consistently applied, and clearly 
communicated.   X  

Action Plan Developed (see 
Appendix D) 

Compliance 
Monitoring and 
Enforcement 

The implementation of spot 
checks was well-defined, 
organized, and followed 
established procedures.    X 

Comments on this item highlighted 
confusion between spot check and 
self-certifications. As described in 
Appendix 4C of the NERC Rules of 
Procedure, self-certifications are 
one of the monitoring methods 
used which requires registered 
entities to self-certify compliance 
with Reliability Standards. Spot 
checks may be conducted by a 
Regional Entity to verify or confirm 
self-certifications, self-reports, and 
periodic data submittals. They may 
also be random or may be initiated 
in response to events, as described 
in the Reliability Standards, or to 

5 This analysis includes those items with higher than 6% unfavorable ratings but also lower than 60% unfavorable ratings. 
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Analysis of Results 
 

operations problems, or system 
events. 

Organization 
Registration and 
Certification 

There is a timely and effective 
response during the Registry 
Appeals Process. X    

Although this item was identified 
as one of the lowest rated, the 
favorability analysis and raw 
comments show that the majority 
of respondents rated this as 
neutral and most have not been 
through a registry appeal. 

Organization 
Registration and 
Certification 

The organization registration 
process is well-defined and the 
definitions are clear.  X   

Action Plan Developed (see 
Appendix E) 

Organization 
Registration and 
Certification 

The Joint Registration 
Organization and Coordinated 
Functional Registration (JRO/CFR) 
process is clear.   X  

Action Plan Developed (see 
Appendix E) 

Organization 
Registration and 
Certification 

The Joint Registration 
Organization and Coordinated 
Functional Registration (JRO/CFR) 
process is consistently 
implemented.   X  

Action Plan Developed (see 
Appendix E) 

Reliability 
Assessment and 
Performance 
Analysis 

The ERO Enterprise identifies and 
prioritizes risks based on 
reliability impacts, cost and 
practicality of mitigation, and 
projected resources.   X  

The ERO Enterprise will continue 
to work with the Reliability Issues 
Steering Committee (RISC) to 
prioritize and review risk profiles 
and identify potential ways to 
address the costs and mitigations. 

Electricity 
Information 
Sharing and 
Analysis Center 

The E-ISAC is my primary resource 
for threat information and 
analysis.  X X  

The E-ISAC is working with the 
MEC to improve the 
portal/platform user experience 
and increase member 
engagement. 

International ERO 

The ERO Enterprise has taken 
appropriate steps to support 
North American reliability efforts 
in non-U.S. jurisdictions.   X  

Recognizing that each of the 
sovereign jurisdictions that make 
up the North American bulk power 
system has its own laws and 
administrative processes 
concerning adoption of Reliability 
Standards and designation of 
entities required to comply with 
standards, NERC continues to work 
with international regulators and 
stakeholders individually as well as 
collectively through forums such as 
CAMPUT and the Federal, 
Provincial and Territorial Electricity 
Working Group to facilitate 
consistency across North America. 
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Conclusion 
 
Overall, the results of the survey were positive, with ERO Enterprise averages ranging from 2.94 to 4.20. Industry’s 
relative perceptions of program strengths and opportunity areas were delineated through quantitative and 
qualitative analysis. 
 
After evaluating the results of the survey, NERC identified several areas for focus based on the following: (1) the 
five lowest rated items; (2) the five most unfavorable items; (3) the items with higher than 6% unfavorable ratings 
but also lower than 60% favorable ratings; and (4) the item that showed a statistically significant decrease in the 
year-over-year analysis. Three action plans were developed to capture several of the areas identified for focus, 
with other areas being addressed separately as identified in Table 1 in this report. The three action plans address 
areas of focus within reliability standards development, compliance monitoring and enforcement, and 
organization registration (see Appendices D, E, and F, respectively). As there were similar themes identified in the 
January 2015 survey, the action plans address both the January 2015 and May 2016 survey results. 
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Appendix A – Survey Composition 
 
The individual items included in the survey are identified below by topic area. Respondents were asked to evaluate 
the survey questions in various ways; some for the ERO Enterprise collectively, some for only NERC, some for each 
of the Regional Entities, and some for NERC and each of the Regional Entities. The brackets before each item 
below identifies which organization level applied to the question. The items used in the year-over-year analysis 
are identified with an asterisk. 
 
ERO Enterprise Principles 

1. [ERO Enterprise] The ERO Enterprise has the requisite technical expertise to execute the ERO’s statutory 
functions. 

2. *[ERO Enterprise] The ERO Enterprise acquires, engages, and retains highly qualified talent suited to the 
mission. 

3. *[ERO Enterprise] The ERO Enterprise uses its technical expertise to focus on significant risks to the BPS 
and important reliability outcomes. 

4. *[ERO Enterprise] The ERO Enterprise has established processes and procedures that are implemented 
consistently. 

5. *[ERO Enterprise] The ERO Enterprise shares common goals and measures of success. 

6. *[ERO Enterprise] The ERO Enterprise builds relationships that are founded on mutual trust. 

7. *[ERO Enterprise] The ERO Enterprise acts in a coordinated and collaborative manner with stakeholders. 

8. *[ERO Enterprise] The ERO Enterprise ensures efficiencies and minimizes duplication and activities not 
affecting reliability outcomes. 

9. *[ERO Enterprise] The ERO Enterprise avoids undue burden, discrimination, or capriciousness affecting 
registered entities. 

 
Reliability Standards Development 

10. *[ERO Enterprise] The ERO Enterprise communicates information about Reliability Standards, their 
development, and opportunities for stakeholder participation in an efficient and effective manner. 

11. [ERO Enterprise] The Reliability Standard requirements are clearly stated. 

12. *[ERO Enterprise] Reliability Standards address significant risks to reliability and security. 

13. *[ERO Enterprise] Reliability Standards are practical to implement. 

14. [ERO Enterprise] Reliability Standards address risk to reliability in a cost-effective manner. 
 
Compliance Monitoring and Enforcement 

15. [Regional Entities] Regional Entity staff performing inherent risk assessments are competent in that area. 

16. [Regional Entities] Regional Entity staff performing audits and internal controls evaluations are competent 
in those areas. 

17. [Regional Entities] Regional Entity staff performing enforcement activities are competent in that area. 

18. *[ERO Enterprise] ERO Enterprise compliance activities are risk informed. 

19. *[ERO Enterprise] The value of risk-based compliance and enforcement activities is well understood by 
registered entities. 
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20. *[ERO Enterprise] ERO Enterprise compliance activities are efficient and effective. 

21. *[Regional Entities] The Regional Entities provide registered entities with the information they need to 
engage with the ERO Enterprise in risk-based compliance and enforcement activities. 

22. *[Regional Entities] The tools, processes, and templates related to risk-based compliance and 
enforcement activities are consistent where consistency is important. 

23. *[NERC and the Regional Entities separately] The level of transparency for risk-based compliance and 
enforcement is appropriate, balancing efficiency and the confidentiality needs of a registered entity with 
the needs of industry as a whole to learn from others. 

 
Compliance Monitoring 

24. [Regional Entities] The audit process (including pre- and post-audit activities) for my entity’s most recent 
audit was well-defined, organized, and followed established procedures. 

25. *[Regional Entities] The audit report from my most recent audit identified clear, definitive, and actionable 
items to address. 

26. *[Regional Entities] The implementation of spot checks was well-defined, organized, and followed 
established procedures. 

27. *[Regional Entities] The self-reporting process is well defined, organized, and followed established 
procedures. 

28. *[Regional Entities] The self-certification process is well defined, organized, and followed established 
procedures. 

 
Enforcement Actions 

29. *[Regional Entities] Communication of violations clearly and specifically describes the manner in which a 
requirement was violated. 

30. *[Regional Entities] Communication of violations clearly and specifically describes the risk of possible 
violation, both actual and potential. 

31. *[Regional Entities] The mitigation plan submission and approval process is efficient and effective. 

32. [Regional Entities] Settlement results are transparent, consistently applied, and clearly communicated. 

33. [Regional Entities] Penalty results are transparent, consistently applied, and clearly communicated. 
 

Organization Registration and Certification 

34. *[ERO Enterprise] The risk-based registration process ensures that appropriate entities are registered or 
deregistered commensurate with risk to the Bulk Electric System (BES). 

35. [ERO Enterprise] The organization registration process is well-defined and the definitions are clear. 

36. [ERO Enterprise] The organization Deactivation/deregistration process is well-defined and implemented 
in a timely manner. 

37. [ERO Enterprise] My entity’s recent experience with the registration and/or Deactivation/deregistration 
process, if any, was appropriate. 

38. [NERC] The Joint Registration Organization and Coordinated Functional Registration (JRO/CFR) process is 
clear. 

39. [Regional Entities] The Joint Registration Organization and Coordinated Functional Registration (JRO/CFR) 
process is consistently implemented. 
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40. *[NERC] There is a timely and effective response during the Registry Appeals Process. 

41. [NERC] The certification process ensures that entities are certified commensurate with risk to the BES. 

42. *[NERC] Organization certification/re-certification rules and procedures are clear and consistently 
implemented. 

 
Personnel Certification 

43. [NERC] The personnel certification program is valuable in promoting skilled, trained, and qualified BPS 
operators. 

 
Reliability Assessment and Performance Analysis 

44. [ERO Enterprise] Reliability models (load flow and stability) and data accurately represent system 
behavior. 

45. *[NERC] NERC effectively communicates reliability assessments to stakeholders, policy makers, and the 
public. 

46. [NERC] NERC effectively reports on bulk power generation and transmission reliability, including emerging 
and long-term reliability issues of specific regional and North American concern. 

47. *[NERC] NERC compiles and publishes useful information on BES reliability performance metrics, 
benchmarks, and trends. 

48. *[ERO Enterprise] The ERO Enterprise identifies and prioritizes risks based on reliability impacts, cost and 
practicality of mitigation, and projected resources. 

49. *[NERC and the Regional Entities separately] NERC and the Regional Entities consistently analyze events 
and system performance to identify reliability risks, trends, and mitigating activities. 

50. [NERC and the Regional Entities separately] NERC and the Regional Entities develop and disseminate 
timely and useful information about system events and specific reliability risks affecting reliable operation 
of the BES. 

51. [NERC] NERC effectively uses the Alert process as described in Rule of Procedure 810. 
 
Training and Education 

52. [ERO Enterprise] The ERO Enterprise provides effective training to registered entities on Reliability 
Standards. 

 
Situational Awareness and Infrastructure Security 

53. *[NERC] NERC serves as an effective leader and facilitator of the industry’s efforts to identify and protect 
BES critical infrastructure. 

 
Annual Business Plan and Budget Development 

54. *[NERC and the Regional Entities separately] NERC and the Regional Entities provide reasonable 
opportunity for members and other stakeholders to provide input in the annual business plan and 
budgeting process. 

55. *[NERC and the Regional Entities separately] NERC and the Regional Entities provide sufficient information 
in support of its business plan and budget and its quarterly and annual financial reporting. 

 
Stakeholder Communications and Public Relations 
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56. *[NERC and the Regional Entities separately] NERC and the Regional Entities provide public websites that 
are useful in meeting stakeholder needs, including ease of access and up-to-date information. 

57. *[NERC and the Regional Entities separately] NERC and the Regional Entities provide newsletters, 
conferences, and other stakeholder communications that provide stakeholders with useful and timely 
information regarding reliability and ERO Enterprise activities. 

58. *[NERC and the Regional Entities separately] NERC and the Regional Entities provide effective outreach to 
stakeholders, including smaller entities with limited ability to travel to meetings and conferences. 

 
Electricity Information Sharing and Analysis Center 

59. [NERC] I use the E-ISAC portal: (a) daily; (b) weekly; (c) monthly; (d) never; (e) other. 

60. [NERC] The functionality of the E-ISAC portal is useful. 

61. [NERC] The E-ISAC is my primary resource for threat information and analysis. 

62. [NERC] The E-ISAC shares information on threats and incidents (e.g., bulletins, assessments, 
weekly/monthly reports, etc.) that is timely. 

63. [NERC] The E-ISAC shares information on threats and incidents (e.g., bulletins, assessments, 
weekly/monthly reports, etc.) that is informative. 

64. [NERC] The E-ISAC shares information on threats and incidents (e.g., bulletins, assessments, 
weekly/monthly reports, etc.) that is reliable. 

65. [NERC] The E-ISAC shares information on threats and incidents (e.g., bulletins, assessments, 
weekly/monthly reports, etc.) that is useful. 

66. [NERC] The E-ISAC shares information on threats and incidents (e.g., bulletins, assessments, 
weekly/monthly reports, etc.) that includes information not readily available to me from other sources. 

67. [NERC] The E-ISAC offers products and services (security awareness information, webinars, briefing 
sessions, security conferences and training and security exercises, etc.) that are timely. 

68. [NERC] The E-ISAC offers products and services (security awareness information, webinars, briefing 
sessions, security conferences and training and security exercises, etc.) that are high quality. 

69. [NERC] The E-ISAC offers products and services (security awareness information, webinars, briefing 
sessions, security conferences and training and security exercises, etc.) that are useful. 

70. [NERC] The E-ISAC offers products and services (security awareness information, webinars, briefing 
sessions, security conferences and training and security exercises, etc.) that provide information not 
readily available to me from other sources I use. 

71. [NERC] My organization trusts the E-ISAC. 
 
International ERO 

72. [ERO Enterprise] The ERO Enterprise has taken appropriate steps to support North American reliability 
efforts in non-U.S. jurisdictions. 
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Appendix B – Favorability Analysis 
 
Favorability analysis allowed for additional insight into the strength of stakeholder perception through 
examination of the rating distribution. Responses across all Regions and NERC were re-coded as “Unfavorable” 
(rating of 1 – Strongly Disagree or 2 – Disagree), “Neutral” (rating of 3 – Neither Disagree nor Agree), and 
“Favorable” (rating of 4 – Agree or 5 – Strongly Agree). The resulting analysis does not graphically represent the 
number of “Not Applicable” or missing responses. Figures 1 through 20 identify the favorability analysis for each 
rated item by program area. 
 

 
Figure 1: Favorability Analysis for ERO Enterprise Principles 

 
 

 
Figure 2: Favorability Analysis for ERO Enterprise Principles (cont.) 
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Figure 3: Favorability Analysis for Reliability Standards Development 

 
 

 
Figure 4: Favorability Analysis for Compliance Monitoring and Enforcement 

 
 

 
Figure 5: Favorability Analysis for Compliance Monitoring and Enforcement (cont.) 
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Figure 6: Favorability Analysis for Compliance Monitoring and Enforcement (cont.) 

 
 

 
Figure 7: Favorability Analysis for Compliance Monitoring and Enforcement (cont.) 

 
 

 
Figure 8: Favorability Analysis for Organization Registration and Certification 
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Figure 9: Favorability Analysis for Organization Registration and Certification (cont.) 

 
 

 
Figure 10: Favorability Analysis for Personnel Certification 

 
 

 
Figure 11: Favorability Analysis for Reliability Assessment and Performance Analysis 
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Figure 12: Favorability Analysis for Reliability Assessment and Performance Analysis 

(cont.) 
 

 

 
Figure 13: Favorability Analysis for Training and Education 

 
 

 
Figure 14: Favorability Analysis for Situational Awareness and Infrastructure Security 
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Figure 15: Favorability Analysis for Annual Business Plan and Budget Development 

 
 

 
Figure 16: Favorability Analysis for Stakeholder Communications and Public Relations 

 
 

 
Figure 17: Favorability Analysis for Electricity Information Sharing and Analysis Center 
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Figure 18: Favorability Analysis for Electricity Information Sharing and Analysis Center 

(cont.) 
 
 

 
Figure 19: Favorability Analysis for Electricity Information Sharing and Analysis Center 

(cont.) 
 
 

 
Figure 20: Favorability Analysis for International ERO 
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Appendix C – Year-Over-Year Analysis 
 
Figures 1 through 9 reflect the year-over-year comparison for each of the 37 items used for this analysis by 
program area. Items with an asterisk indicate a statistically significant difference. 
 

 
Figure 1: ERO Enterprise Principles Year-Over-Year Averages 

 
 

 
Figure 2: Reliability Standards Development Year-Over-Year Averages 

 
 

 
Figure 3: Compliance Monitoring and Enforcement Year-Over-Year Averages 
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Figure 4: Compliance Monitoring and Enforcement Year-Over-Year Averages (cont.) 

 
 

 
Figure 5: Organization Registration and Certification Year-Over-Year Averages 

 
 

 
Figure 6: Reliability Assessment and Performance Analysis Year-Over-Year Averages 
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Figure 7: Situational Awareness and Infrastructure Security Year-Over-Year Averages 

 
 

 
Figure 8: Annual Business Plan and Budget Development Year-Over-Year Averages 

 
 

 
Figure 9: Stakeholder Communications and Public Relations Year-Over-Year Averages 
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Appendix D – Compliance Monitoring and Enforcement Action 
Plan 
 
Regional Consistency in Compliance Monitoring and Enforcement 
January 2015 and May 2016 ERO Enterprise Effectiveness Survey Action Plan 
 
Overview  
In January 2015, NERC and the Regional Entities (collectively, the ERO Enterprise) issued their first joint 
stakeholder survey as one measure of the effectiveness of the ERO Enterprise in executing program activities. The 
final results are summarized in a report presented to the Corporate Governance and Human Resources Committee 
at its August 12, 2015 meeting (see Agenda Item 7). NERC staff reviewed the 2015 survey data and raw comments 
and developed a summary of common themes to clarify potential areas of confusion and identify related actions 
that have been or are being taken.  
 
In May 2016, the ERO Enterprise issued its second survey, which refined many of the questions from the initial 
survey. The final results are being summarized in a report to the CGHRC for its August 10, 2016, meeting. 
 
After analyzing the results and raw comments from both the January 2015 and May 2016 surveys, NERC staff 
developed action plans to address main themes in three program areas (reliability standards development, 
compliance monitoring and enforcement, and organization registration) that resulted from the survey. This action 
plan is related to the comments received on regional consistency with respect to compliance monitoring and 
enforcement. 
 
Regarding compliance monitoring, commenters indicated that there is inconsistency throughout the Regions in 
implementing risk-based compliance monitoring, which is a developing program. Specifically, commenters noted 
the need for common templates and increased consistency in the Coordinated Oversight of the Multi-Region 
Registered Entity program. As to enforcement, commenters stated settlement processes are not transparent, 
sometimes ambiguous, and vary between the Regions. Commenters also indicated that penalties are not 
transparent and consistent, particularly when violations are bundled together it is impossible to determine 
individual penalty amounts associated with each violation. Some commenters contended that it does not appear 
that self-reporting is beneficial to penalty calculations.  
 
The below action plans identify the actions that NERC has taken, or will take, to improve consistency, transparency, 
and efficiency. 
 
Compliance Monitoring Action Plans 
To improve consistency and efficiency in Compliance Monitoring, NERC and the Regional Entities are 
concentrating on the following critical areas: (a) templates; (b) Coordinated Oversight of the Multi-Regional 
Registered Entities (MRRE) Program; (c) Regional Entities’ implementation of risk-based compliance monitoring; 
and (d) monitoring approaches. 

a. Templates: The ERO Enterprise is enhancing existing templates that affect the registered entities and 
NERC. Among the templates NERC staff is considering for enhancement are the Inherent Risk Assessment 
(IRA) Summary Report, 90-day Audit Notification Package, and Audit Report.  These templates will be 
taken to the ERO Enterprise compliance leadership for their comments.   
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Timeline Actions 
Q43 2016 Enhance IRA and audit report templates  
Q1 2017 Enhance 90-day Audit Notification Package 
Q3 2016 Take templates to ERO Enterprise compliance leadership August 

meeting.  
Q4 2016Q1 2017 Update templates. If feasible, rRoll out revised templates as they are 

completed and agreed upon.  
Q1 2017 Finalize the templates for ERO Enterprise use 
On-going  Continue to work with ERO Enterprise compliance leadership on 

processes consistency 

b. Multi-Region Registered Entity (MRRE) Coordinated Oversight program: Industry has raised concerns 
about consistency in the MRRE program in the Effectiveness Survey as well as through other channels, 
including registered entity presentations at the NERC Board meetings in May 2016. The ERO Enterprise 
has been working to resolve these inconsistencies. In the first quarter of 2016, NERC and Regional Entity 
executives approved a task force, made up of representatives from NERC and each of the Regional Entities, 
focused on enhancing the processes used for coordinated oversight of each participating Multi-Region 
Registered Entity (MRRE). The MRRE Coordinated Oversight Program is intended to streamline risk 
assessment, compliance monitoring, enforcement, and event analysis activities for registered entities that 
use, own, or operate assets located in more than one Regional Entity’s territoryboundary. Implementation 
of the MRRE Coordinated Oversight processes will also enhance the consistency of CMEP activities for 
registered entities registered in multiple regions. The task force, in conjunction with ERO Enterprise 
compliance leadership, provides outreach to MRREs participating in the Coordinated Oversight Program 
and develops procedures for use throughout the ERO Enterprise. The task force recently sought MRRE 
feedback on the program via a survey. The task force will use the survey results and other inputs to inform 
process improvements that optimize the efficiency of and consistency in coordinated oversight activities. 
In addition, NERC continues to observe audits conducted by the Regional Entities as part of its oversight 
of activities.  

  
Timeline Actions 

On-going Audit observations 
July 2016 Survey from Lead Regional Entity to MRREs participating in the 

Coordinated Oversight Program 
Q3 2016 Present survey results to ERO Enterprise compliance leadership to 

and determine whether the survey identified additional 
opportunities for improvements 

Q1 2017 Implementation of communication for registered entities and 
training for Regional Entities on the new Coordinated Oversight of 
MRRE ERO Enterprise Procedure 

c. Regional Entities’ implementation of risk-based compliance monitoring: The focus of risk-based 
compliance monitoring is to customize compliance monitoring for each registered entity based on its 
specific inherent risks and other considerations (such as the entity’s internal controls), as well as the 
current risks to the bulk power system. However, customization begins with a consistent framework 
(including both risk elements and risk factors) and consistent documentation of the Regional Entity’s 
rationale for professional judgement on the other considerations. Therefore, there are two potential 
areas for perceived inconsistency – the risk factors or risk elements that each Regional Entity is using and 
the degree to which each Regional Entity views and accepts risk, via its professional judgement, in 
developing registered entities’ compliance oversight plans (COPs). 
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For the use of risk elements: At a minimum, the ERO Enterprise updates the CMEP Implementation 
Plan (IP) on an annual basis, pursuant to the requirement in section 402 of the NERC Rules of 
Procedure (ROP). NERC’s and the Regional Entities’ development of the IP are working collaboratively 
to have the risk elements reflect pertinentis informed by the risks identified by the Reliability Issues 
Steering Committee (RISC) as well as emerging risks. Additionally, the Regional Entities are working 
collaboratively to ensure consistency in the identification of regional risks. The list of risk elements 
should remain relatively static year over year unless a new risk is identified that needs to be 
addressed.  
 
For the use of risk factors: The ERO Enterprise is updating the IRA guide to reflect that all Regional 
Entities will use a consistent and minimal numberset of risk factors as a starting point. This provides a 
uniform basis for all IRAs, while allowing Regional Entity use of professional judgement for other 
considerations, the rationale for which is documented. 
 
Regional Entity view and acceptance of risk: The ERO Enterprise is working collaboratively to 
understand how each Regional Entity is integrating each registered entity’s IRA results into the entity’s 
COP, including the scoping of each compliance monitoring activity, the depth of testing to be done 
during the activity, the frequency of compliance monitoring and the compliance monitoring tools that 
are to be used. Further analysis on this will be conducted as the program matures, initial IRAs are 
completed for each registered entity, and COPs are developed for each registered entity. 
 

Thus far, during the implementation of risk-based compliance monitoring, metrics have been reported 
quarterly to the NERC Board of Trustees, reflecting the progress of the implementation. As the program 
matures, new metrics illustrating whether the ERO Enterprise is monitoring appropriate risks are being 
developed. 

 
Timeline Actions 

Q43 2016 Revise IRA Guide and ICE Guide revisions 
Q4 2016 ICE Guide revisions 
Q4 2016 IRA and ICE webinar or other communication 
Q1 2017 Implementation of IRA, ICE, and Compliance Oversight Plans 
On-going Continue entities’ presentations of experiences at Board meetings 
On-going NERC oversight of Regions’ use of risk-based approach to compliance 

monitoring 

d. Monitoring Approaches: Survey results indicate the perception that different Regional Entities are 
monitoring standards in different ways. In many cases, there is no one definitive answer as to how a 
standard should be monitored, as it depends upon the registered entity’s specific facts and circumstances. 
However, the ERO Enterprise strives to respond to registered entity questions and the answers may 
appear to be decisive. The ERO Enterprise is working to correct this by: 

 
Providing more flexibility in answers to questions: The ERO Enterprise will acknowledge that, while 
there may be a general approach, each registered entity’s facts and circumstances must be 
considered. 
 
Clarifying the standard: The ERO Enterprise is working with Standards Development to have 
ambiguities/risks addressed during the standard development process (standards feedback loop). 
During the standards development process, the ERO Enterprise will provide the standards 
development team with input regarding (1) areas of standard that are difficult to monitor, either 
because the standard has provided unbounded flexibility or there is ambiguity in the standard and (2) 
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risks that the ERO Enterprise is seeing in the field – either where the standard was unnecessarily broad 
or where the standard left some riskdid not address the risk identified. Where there may be risk that 
was not covered by the standard, the drafting team, with industry, may determine the risk needs to 
be included in the standard for accountability or that there is another way to address the risk (such 
as a guideline).   
 
Discussing various approaches: Where possible, the ERO Enterprise is working to be consistent while 
continuing to make determinations based on each registered entity’s specific facts and circumstances. 
The Regions bring all compliance related questions to ERO Enterprise compliance leadership, which 
includes representatives from NERC and all Regional Entities, in order to provide a consistent 
approach through the ERO Enterprise. In many cases, the answer may be that the standard needs to 
be clarified.  
 

There are several ways a question regarding consistent monitoring approaches may come to the 
ERO Enterprise compliance leadership: 

a. Registered entities ask a Region for clarity; 

b. An inconsistency is identified during review of submitted compliance implementation 
guidelines;  

c. Working with the Coordinated Oversight Task Force (COTF) to develop consistent MRRE 
process; and 

d. The development of training, education and outreach. 
 
Training and outreach: The ERO Enterprise is working to develop consistent messaging for training 
and outreach, which may identify Regional differences. Regional Entities will continue to be involved 
in the development of and participation in the ERO workshops, and Compliance Assurance will work 
with the Regional Entities to promote consistency in Regional industry workshops.  
 

Timeline Actions 
On-going Provide more flexibility in answers to questions 
On-going Feedback loops to standards 
On-going (at least monthly) Continue to work with ERO Enterprise compliance leadership on 

processes consistency 
On-going Training and Outreach 

 
In 2016, the above actions are reinforced by the 2016 ERO Enterprise and Corporate Metrics. Sub-metric D of the 
2016 metrics focuses on the implementation of the risk-based CMEP. Additionally, as part of sub-metric E, NERC 
is implementing an ERO-wide oversight plan that will provide transparency of NERC monitoring activities that 
ensure consistency among Regional Entities for CMEP-related activities. Further, the Regional Consistency 
Reporting Tool is also available for registered entities, or other relevant industry stakeholders, to report any 
perceived inconsistency in the methods, practices, or tools of two or more Regional Entities. Reported issues are 
posted under findings, with a status for each. 
 
Enforcement Action Plans 
To improve consistency and efficiency in Enforcement, NERC and the Regional Entities are concentrating on the 
following critical areas: (a) process reviews; (b) assessing the risk of noncompliance; and (c) settlements and 
penalty determinations.  
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a. Process reviews: As part of its oversight role, NERC staff evaluates the risk-based enforcement processes 
and reviews processes and procedures, as well as samples of specific cases. The following process reviews 
are underway: 

 
Self-logging process review: This review will evaluate the Regional Entity’s implementation of the self-
logging program to ensure it aligns with the self-logging program document developed by the ERO 
Enterprise. NERC will review the following areas to evaluate implementation: (1) request for eligibility 
for the self-logging program; (2) Regional Entity review of the registered entity’s processes; (3) 
communication of eligibility determination; (4) process for self-logging; (5) Regional Entity evaluation 
of logged items; and (6) Regional Entity verification of mitigation completion.   

 
Compliance Exception and Find, Fix, Track, and Report (FFT) process review: NERC, along with FERC 
staff, annually reviews the Regional Entities’ implementation of the Compliance Exception and FFT 
programs. This review evaluates the Regional Entity’s implementation of the compliance exception 
and FFT programs to ensure they align with the applicable documents and guidance developed by the 
ERO Enterprise. NERC reviews the following areas to evaluate implementation: (1) internal process 
documents describing implementation of the compliance exception and FFT processes by the Regional 
Entities; (2) criteria used to determine if a noncompliance is eligible for the compliance exception or 
FFT process; (3) status updates on the performance of Regional Entities and functioning of the 
programs; and (4) lessons learned or benefits from application of the programs. NERC prepares an 
annual report detailing the results of the process review, highlighting areas for possible improvement. 
 

Timeline Actions 

October 30, 2016  Provide preliminary feedback to Regional Entities on self-logging 
process 

November 19, 2016  Filing of annual report on compliance exception and FFT program 

b. Assessing the risk of noncompliance: NERC and the Regional Entities’ enforcement teams participate in 
risk assessment calibration exercises on a regular basis. These exercises, which use case studies and fact 
patterns developed from actual cases, help align the assessment of risk for noncompliance across the ERO 
Enterprise. Risk assessment training was also part of the Spring 2016 CMEP Staff Workshop. Further, NERC 
evaluates the Regional Entities’ risk assessments in each of their submittals of resolved noncompliance. 
 

Timeline Actions 
September 9, 2016  Next meeting to calibrate risk assessment efforts 

c. Settlement and penalty determination: In early October 2015 and again in April 2016, NERC and the 
Regional Entities’ enforcement teams conducted formal training exercises using case studies based on 
fact patterns developed from actual enforcement actions. The group worked through these exercises in 
small groups of representatives from multiple regions and then came together as a whole to discuss the 
outcome and the factors affecting how each group reached its conclusions as to how best to categorize 
different activities.    
 
NERC and the Regional Entities participated in additional training on credits and mitigating factors in 
penalty determinations during the Spring 2016 CMEP Staff Workshop. Four case studies allowed the 
participants to categorize and distinguish “above and beyond” activities, mitigation activities, and 
mitigating factors, including self-reporting credit. The workshop also included training on the application 
of the NERC Sanction Guidelines in the determination of penalties.   

 
NERC and the Regional Entities will also complete a penalty exercise in September. Fact patterns will be 
shared and each Regional Entity will be asked to calculate a proposed penalty amount based on the facts 
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presented. The participants will then work through each example and discuss the various factors and how 
each Regional Entity considered them in its penalty assessment. Exercises like these not only drive 
consistency, but they provide for continuous improvement as we learn from one another and incorporate 
this knowledge into our day to day activities.   
 
NERC also continues its ongoing review of penalties in the cases submitted by the Regional Entities. 
 

Timeline Actions 
September 9, 2016  In-person discussion of penalty calibration exercise 

 
In addition to the activities above, the Enforcement Group has developed templates for use in enforcement 
activities involving Coordinated Oversight of the MRREs. 
 

Timeline Actions 
June 30, 2016  Completion of enforcement related MRRE templates 
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Regional Consistency in Registration  
January 2015 and May 2016 ERO Enterprise Effectiveness Survey Action Plan 
 
Overview  
In January 2015, NERC and the Regional Entities (collectively, the ERO Enterprise) issued their first joint 
stakeholder survey as one measure of the effectiveness of the ERO Enterprise in executing program activities. The 
final results are summarized in a report presented to the Corporate Governance and Human Resources Committee 
at its August 12, 2015 meeting (see Agenda Item 7). NERC staff reviewed the 2015 survey data and raw comments 
and developed a summary of common themes to clarify potential areas of confusion and identify related actions 
that have been or are being taken. 
 
In May 2016, the ERO Enterprise issued its second survey, which refined many of the questions from the initial 
survey. The final results are being summarized in a report to the CGHRC for its August 10, 2016, meeting. 
 
After analyzing the results and raw comments from both the January 2015 and May 2016 surveys, NERC staff 
developed action plans to address main themes in three program areas (reliability standards development, 
compliance monitoring and enforcement, and organization registration) that resulted from the survey. This action 
plan is related to ensuring regional consistency with respect to registration. Specifically, the comments received 
were generally focused on consistency in the application of registration criteria, deregistration and deactivation, 
and joint registration organization (JRO)/ coordinated functional registration (CFR) registration. Additionally, 
commenters observed there was a general lack of understanding of the JRO/CFR processes. 
 
Organization Registration 
Since the 2015 survey, NERC has completed several activities focused on ensuring consistency across the ERO 
Enterprise: 

a. NERC established the NERC-led review panel, comprised of NERC and Regional Entity staff, to foster 
consistency across the ERO Enterprise regarding registration decisions. The review panel examines the 
following types of requests from registered entities: (1) requests for deactivation of, or decisions not to 
register, an entity that meets Sections I through IV of the Compliance Registry Criteria; (2) requests to add 
an entity that does not meet (i.e., falls below) the Compliance Registry Criteria; (3) disputes regarding the 
application of the Compliance Registry Criteria; and (4) requests for a sub-set list of applicable Reliability 
Standards. 

b. NERC meets with ERO Enterprise registration staff on a monthly basis to consider ongoing registration 
issues, including approaches to address regional inconsistencies. In addition, as circumstances dictate, 
NERC hosts a joint meeting of relevant registration staff from the ERO to discuss issues, reach consensus 
and ensure consistent practices in the future. 

c. The ERO Enterprise developed a common registration form to assist with consistency, which is posted on 
each Regional Entity’s website. 

d. In December 2015, NERC posted the ERO Registration Procedure and the Risk-Based Registration 
Implementation Guidance, which are intended to provide transparency and a consistent method for 
processing the changes in registration driven by the implementation of the RBR initiative. 

e. The Regional Consistency Reporting Tool is also available for registered entities, or other relevant industry 
stakeholders, to report any perceived inconsistency in the methods, practices, or tools of two or more 
Regional Entities. Reported issues are assessed by the Regional Entities and the assessment results are 
provided in an evaluation report, which may include recommendations to address an actual inconsistency, 
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explanation of the inconsistency, and/or explanation that no inconsistency exists. The evaluation reports 
are incorporated into a findings spreadsheet that is posted on the consistency tool website.  

 
In addition to the items mentioned above, the draft 2016 oversight plan calls for a risk-based approach to review 
the documents used by respective regions, as applicable, to conduct registration activities to ensure consistency, 
including:  

• Governing documents that are used to implement the requirements of the NERC Rules of Procedure (ROP) 
Sections 500, 1200, and 1500 and Appendices 5A and 5B 

• Program documents that reflect Organization Registration Program (ORP) procedures and 
implementation of ERO Enterprise governing and guidance documents 

• Documents or agreements regarding ORP activities within the Regional Entity footprint 

• Processes and procedures used to adhere to the ORP, including: 

 Registration applications and updates 

o JRO and CFR registrations 

 Registration deactivations 

 Registration deregistration  

 Registration appeals 

 Data and information and confidentiality management 
 

Additionally, on a sample basis, NERC will verify that Regional Entities have: 

• Developed and implemented common and consistent registration, JRO, CFR, deactivation and 
deregistration processes, information systems, and methods among the Regional Entities; 

• Administered its ORP activities in accordance with the provisions, processes, and procedures of the ROP, 
including Appendix 5A and Appendix 5B to the ROP; 

Materials for the ORP; 

• Participated on and used the NERC-led panel for risk-based determinations in accordance with RoP 
Appendix 5A, Section III.D, NERC-led Review Panel; 

• Reviewed evidence in concluding its ultimate determination; 

• Provided all required notifications and information to NERC and the registered entities, as required; and 

• Completed information, corrected information, and revised information upon request or as warranted. 
 
To ensure future assessments of consistency, ERO Enterprise and Corporate Metrics for 2016 include two sub-
metrics (sub-metrics C and E) related to improving consistency across the Regional Entities in the registration area. 
Sub-metric C of the 2016 ERO Enterprise and Corporate Metrics includes a documented review of the structure 
and consistency of the current registration program. This review is targeted for completion by Q4 2016 and may 
result in additional modifications to the oversight plan developed and being implemented as part of sub-metric E. 
 
Further, to address concerns around the understanding of the JRO/CFR processes, NERC will work with the 
Regional Entities to review these processes during their regular workshops. 
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Timeline Actions 
December 2016 Complete review of registration program 
2017 Implement program changes, if any, based on program review 
On-going NERC oversight of Regional Entities 
Q4 2016 During a joint ERO Enterprise registration meeting, NERC will work 

with Regional Entities to review JRO/CFR processes during their 
regular workshops 
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Cost-effectiveness, Clarity, and Practicality of Reliability Standards 
January 2016 and May 2016 ERO Enterprise Effectiveness Survey Action Plan 
 
Overview  
In January 2015, NERC and the Regional Entities (collectively, the ERO Enterprise) issued their first joint 
stakeholder survey as one measure of the effectiveness of the ERO Enterprise in executing program activities. The 
final results are summarized in a report presented to the Corporate Governance and Human Resources Committee 
at its August 12, 2015 meeting (see Agenda Item 7). NERC staff reviewed the 2015 survey data and raw comments 
and developed a summary of common themes to clarify potential areas of confusion and identify related actions 
that have been or are being taken. Further, NERC has developed action plans to address two of the main themes 
that resulted from the survey. This action plan is related to the comments received on regional consistency with 
respect to compliance monitoring and enforcement. 
 
In May 2016, the ERO Enterprise issued its second survey, which refined many of the questions from the initial 
survey. The final results are being summarized in a report to the CGHRC for its August 10, 2016, meeting. 
 
After analyzing the results and raw comments from both the January 2015 and May 2016 surveys, NERC staff 
developed action plans to address main themes in three program areas (reliability standards development, 
compliance monitoring and enforcement, and organization registration) that resulted from the survey. This action 
plan is related to the comments received on cost-effectiveness, clarity, and practicality of Reliability Standards. 
Specifically, commenters noted that inconsistencies were more prevalent in standards that were developed in the 
formative years of the ERO, and that the more recently developed standards are more congruent. Commenters 
also indicated that administrative requirements remain in the existing body of Reliability Standards, and that some 
are not practical to implement.  Finally, commenters stated that Reliability Standards do not always address risks 
to reliability in the most cost effective manner.   
 
The below action plans identify the actions that NERC has taken, or will take, to improve these noted concerns in the 
standards development process. 
 
Standard Development Action Plans 
To improve the noted concerns in Standards Development, NERC is focusing on the following critical areas: (a) 
Enhanced Periodic Reviews; (b) development of a common Reliability Standard Metric; and (c) development of a 
Cost Effectiveness Method. 

a. Enhanced Periodic Reviews: The NERC Standard Processes Manual requires a periodic review of NERC 
Reliability Standards at least once every ten years.6 That requirement is met through Enhanced Periodic 
Reviews (EPR), which provide a wide view of the standards to determine whether a particular group of 
standards is effective in mitigating risk to the bulk power system. Additionally, the periodic review 
comprehensively reviews standards to evaluate whether the requirements are clear and unambiguous. 
 

6 Per Section 13 of the SPM, all Reliability Standards shall be reviewed at least once every ten years from the effective date of the Reliability 
Standard or the date of the latest NERC Board of Trustees adoption to a revision of the Reliability Standard, whichever is later. If a Reliability 
Standard is approved by the American National Standards Institute as an American national standard, it shall be reviewed at least once 
every five years from the effective date of the Reliability Standard or the date of the latest NERC Board of Trustees adoption to a revision 
of the Reliability Standard, whichever is later. 
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EPR teams consist of a cross-functional Standing Review Team7 and a Stakeholder Subject Matter Expert 
team appointed by the NERC Standards Committee (SC). Together, they develop recommendations on 
whether the subject Reliability Standards should be reaffirmed as is, revised, or withdrawn. The SC reviews 
and adopts the EPR team’s recommendations.  
 
In 2013 and 2014, NERC used the periodic review template for all five-year reviews that were performed 
for eligible standards. The template was revised in 2015 to include quality and content questions 
developed by the Independent Expert Review Panel (IERP). The template was further adapted to eliminate 
duplicative questions and to provide the cross-functional review team with a clear framework to conduct 
the periodic reviews.8 The first standards going through an enhanced periodic review using this revised 
template are PER-001, PER-003 and PER-004; and VAR-001 and VAR-002. These reviews will commence 
after the publication of the reliability standards grading metric discussed below. 

 
Timeline Actions 

Q3 2016 Review team commences deliberations on PER-001, PER-003, and 
PER-004; and VAR-001 and VAR-002 

Q4 2016 Determine 2017 work scope based on eligible standards and industry 
feedback 

Q1 2017 Continue enhanced periodic reviews 
On-going  Review teams develop final recommendations on subject standards 

b. Reliability Standard Metric: The NERC Board of Trustees (Board) expressed interest in NERC developing a 
metric to evaluate the content and quality of NERC Reliability Standards. In 2016, NERC implemented a 
standards grading metric to grade all standards eligible for an EPR, which includes all standards in effect 
in the United States (compliance enforcement date) for at least one year.9 The EPR standing review team 
grades the standards using an enhanced version of the IERP grading template.10 Standards grades are 
harmonized in public meetings with the initial EPR standing review team grades posted for stakeholder 
comment. After consideration of comments, the EPR standing review team finalizes the grades and 
provides the results to the EPR teams and the results will be published annually in the Reliability Standard 
Development Plan (RSDP) for informational purposes.  
 
The grading will also assist in prioritizing future EPRs. For example, if the grading indicates a gap or a 
significant need to increase the quality or content of a standard or standard family, such input may 
warrant assignment of a higher priority over standards and standard families that have high quality and 
content grades. If a standard is revised as a result of recommendations in the EPR, that standard will be 
re-graded, and the new grade will be attached to the Reliability Standard Development Plan (RSDP) for 
informational purposes.  
 
For the 2016 grading, the EPR standing review team met in June 2016 to determine preliminary grades. 
These preliminary grades were posted for a 30-day industry comment period on June 30, 2016. The EPR 
standing review team will meet again to review the comments received and make any necessary 

7 The Standing Review Team is composed of each chair or delegate from the SC, Operating Committee, Planning Committee, and Critical 
Infrastructure Protection Committee (CIPC); a representative from one of the Regions; and a NERC staff representative. The CIPC delegate 
will only be called on if CIP Standards are being reviewed. 
8 The EPR template is located at 
http://www.nerc.com/pa/Stand/Resources/Documents/Enhanced_Periodic_Review_Template_090214.pdf.  
9 In some cases, the particular version of a standard may not have been in effect for one year, but may still be eligible for grading if the 
standard is a revision to a standard that has been in effect greater than a year. 
10 The grading tool is based on the grading tool from the 2013 Standards Independent Experts Review Project. The SC endorsed using the 
same decisions-tree and grading criteria, with the addition of one quality question on cost effectiveness. For purposes of the 2016 standards 
grading, the cost effectiveness quality question does not contribute to the final numeric grade for quality. 
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adjustments to the grades. The 2016 final standards grades will be published on the NERC website by the 
end of the third quarter of 2016.  
 
In 2017, the grading metric will be applied to the standards that are newly eligible for an EPR.  In 2017, 
the grading will occur in the first half of the year, which will assist in the prioritizing of EPRs in 2017 and 
2018. Grading will continue to occur on an annual basis as standards become newly eligible for EPRs. 
 

Timeline Actions 
Q3 2016 Publish 2016 final standards grades 
Q4 2016 Develop a grading work plan for standards newly eligible for 

review in 2017 
Q2 2017  Conduct standards grading on standards newly eligible in 2017; 

regrade standards recommended for revision 

c. Cost Effectiveness Method: Federal, State and Provincial regulatory authorities, the Board, Regional 
Entities, and many industry stakeholders have expressed interest in the identification of the costs incurred 
from implementing NERC Reliability Standards compared to risks addressed. The desire is to balance costs 
and risks during the standards development and revision process. Development and implementation of 
this method is also supported by sub-metric A of the ERO Enterprise and Corporate Metrics for 2016. 

 
In the past, determination of the costs from the implementation of NERC Reliability Standards were 
implicitly considered throughout the standards development process, wherein detailed comments are 
sought and modifications to proposed standards made, based on input from the standards ballot pool 
(which is a cross-section of interested participants). However, a desire for more direct assessment of costs 
has been raised, for a multitude of reasons. For example, registered entities have identified the need to 
estimate implementation costs for budgeting and rate case development. Further, many state regulators 
would like this information to determine consumer costs implications of reliability. 

 
The proposed method for developing cost evaluations during standard development consists of two 
phases. The first phase of cost analysis would be conducted prior to, or in conjunction with, the Standard 
Authorization Request (SAR) stage of standard development. This would provide a high level analysis of 
the risk reduction to the BES being considered, as well as the potential monetary and societal costs of not 
addressing the reliability risks. If the SAR drafting team believes there is a need to pose questions to the 
industry during the SAR drafting phase, they would clearly identify the reliability risk being mitigated and 
provide industry the opportunity to identify alternate methods to be captured in the standard that may 
achieve the reduction in risk to the BES in a cost effective manner.  

 
During the second phase of cost analysis, a mechanism would be established for collecting information 
from various types of registered entities that may have cost impacts associated with implementing a 
standard. Once a SAR has been accepted by the Standards Committee, the SDT would then initiate 
development of the Reliability Standard. They could initiate the cost assessment process by determining 
the types of registered entities that may incur an incremental cost burden based on the draft standard. 
The entities considered may be a functional entity, or a subset of a functional entity. The SDT could use 
available data to determine the number of such entities. The goal of this phase would be to collect 
information on the specific type of cost information requested, compiled on a per unit basis where 
possible. This may also include a range of costs to represent potential implementation solutions. For 
example, if there were three potential requirements that mitigate a risk, there would be three estimates 
of incremental cost, which would result in a range of costs. The SDT and NERC staff would compile the 
cost information for each category of entity, and would project the cost by the number of entities in each 
category to provide a continent-wide representative estimation. Anonymized cost information would be 
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posted on the NERC standards project page, and would also be used to form a database for applications 
of future standard developments and periodic reviews. 

 
Project 2015-10: Single Points of Failure TPL-001 from the 2016-2018 RSDP was chosen for piloting the 
above approach. This project addresses two directives from FERC Order No. 786 and considers other 
improvements to TPL-001-4 — Transmission System Planning Performance Requirements. 

 
Timeline Actions 

Q3 2016 Post summary of comments received from the Phase 1 pilot and 
provide to SDT 

Q4 2016 Based on SDT work, determine and post cost estimates in 
accordance with Phase 2 

Q1 2017 Determine projects to continue pilots 
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Agenda Item 4 
Corporate Governance and 
Human Resources Committee Meeting 
October 25, 2016 

 
ERO Enterprise and Corporate Metrics Q3 2016 Report  

 
Action 
None 
 
Background 
Each quarter, NERC staff provides a summary of its activities and progress towards achievement of 
each metric. These activities are reviewed and validated by NERC management as well as internal 
audit staff. 
 
Attachments  

1. Presentation on the status of 2016 ERO Enterprise and Corporate Metrics 
 



ERO Enterprise and Corporate 
Metrics
Quarter 3 Status

Mark Lauby, Senior Vice President and Chief Reliability Officer
Corporate Governance and Human Resources Committee Meeting
October 25, 2016



2 RELIABILITY | ACCOUNTABILITY

Leading at Q4

Metric 1: Reliability Results
• No Category 4 or 5 events 
Metric 3: Risk Mitigation Effectiveness
• 3.2 - Extreme Physical Events
• 3.4 - Protection System Misoperations
• 3.5 - Extreme Conditions
• 3.6 - Model Building
Metric 4: Program Execution Effectiveness
• 4B - Standards Guidance and Training or Outreach



3 RELIABILITY | ACCOUNTABILITY

Metric 2: Assurance Effectiveness
• Assurance Effectiveness: Current program for additional gap analysis 

being formalized
Metric 3: Risk Mitigation Effectiveness
• 3.1 - Changing Resource Mix: Draft reports being presented to technical 

committees and outreach dependent on Supreme Court
• 3.7 - Substation Equipment Failures: Success measures being 

established

Watching in Q4



4 RELIABILITY | ACCOUNTABILITY

Metric 4: Program Execution Effectiveness
• 4A - Reliability Standards and Cost-effectiveness: Risk-based input to 

enhanced periodic review being finalized
• 4C - Registration: Review and plan development to be completed
• 4F - Effectiveness Survey: Action plans being presented in November
• 4G - GridEx: NERC Crisis Action Plan review and approval needed
• 4E - Operating Model: Dependent on Registration oversight, review of 

Certification, and Enterprise tool rollout

Watching in Q4



5 RELIABILITY | ACCOUNTABILITY

Metric 3: Risk Mitigation Effectiveness
• 3.3 - Cybersecurity Preparedness: Waiting on vendor agreement; User 

Communities updates pushed to 2017
Metric 4: Program Execution Effectiveness
• 4D - CMEP: Watching for mitigations and IRA completions 

Emerging Activities in Q4



Agenda Item 5 
Corporate Governance and 
Human Resources Committee Meeting 
October 25, 2016 

Review of Committee Mandate 

Action 
Information 

Background 
As part of the annual review of all Board committee mandates, the NERC Legal Department has 
reviewed the current Corporate Governance and Human Resources Committee (CGHRC) mandate. The 
mandate was updated this past year to both conform to CGHRC practices and to align the mandate with 
the form of other Board committee mandates. Based on its review of the current mandate, the Legal 
Department is not recommending any further revisions at this time.    



 

Board of Trustees  
Corporate Governance and Human 
Resources Committee Mandate 
Approved by the Board of Trustees: November 5, 2015  
 
Committee Membership  
The Board of Trustees Corporate Governance and Human Resources Committee (CGHRC or the Committee) 
of the North American Electric Reliability Corporation (NERC) shall be composed of not less than three and 
not more than six of the independent members of the Board of Trustees (Board). The members of the 
CGHRC shall be appointed or reappointed by the Board at the regular meeting of the Board immediately 
following each Annual Meeting of the Member Representatives Committee. Each member of the CGHRC 
shall continue to be a member thereof until a successor is appointed, unless a member resigns, is removed, 
or ceases to be a trustee of the corporation. When a vacancy occurs at any time in the membership of the 
CGHRC, it may be filled by the Board. 
 
Purpose  
The purpose of the CGHRC is to assist the Board in (i) insuring the appropriate governance approaches for 
the corporation, (ii) overseeing the corporation’s employee compensation and benefit approaches, 
including the compensation of the corporation’s Board members and officers, and (iii) overseeing the 
corporation’s programs and practices for personnel development and human resources, as well as 
performing such other responsibilities as directed by the Board or this Mandate. 
 
Committee Authority and Responsibilities  
To carry out its purpose, the CGHRC shall have the following authority and responsibilities: 
 
Corporate Governance: 

1. Develop criteria governing the overall composition of the Board for recommendation to the Board. 

2. Periodically review the criteria for independence of the Board set out in the NERC Bylaws and 
recommend changes to the Board, as appropriate. 

3. Monitor the membership of the Board to ensure that: (i) the Board members are independent, (ii) 
qualifications under any applicable laws are maintained, and (iii) specific situations of conflict of 
interest are avoided. 

4. Coordinate an annual effectiveness evaluation of the Board, its structure, and processes. 

5. Review the self-assessments of the Board committees to assure that they are being done on a 
consistent basis. 

6. Review on a periodic basis the structure of the other Board committees and, together with chairs 
of other Board committees, review the mandate of each committee and recommend changes to 
the Board, as appropriate. 
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7. Ensure the meaningfulness and timeliness of support, information, and documentation from 
NERC management to the Board. 

8. Develop a Board member and company code of conduct and conflict of interest policy for 
adoption by the Board and periodically review the code of conduct and conflict of interest policy 
and recommend changes, as appropriate. 

9. Develop recommendations for the Board regarding Board member succession policy. 

10. Develop Governance Guidelines for adoption by the Board, that address the overall governance 
processes of the Board, and periodically review them and recommend changes, as appropriate.  

Compensation and Benefits:  

1. Review, on an annual basis, the compensation plan for members of the Board and make 
recommendations to the Board, as appropriate. 

2. Conduct periodic reviews of industry compensation and benefit practices and trends and other 
information in order to assess the adequacy, effectiveness and competitiveness of the Company’s 
compensation and benefit plans for Board members and officers. 

3. Approve the metrics related to the Corporation’s annual performance goals for use in determining 
incentive compensation. 

4. Review and approve a general compensation and benefit structure for the officers and 
management of the corporation. 

5. Review the performance and approve the compensation and significant benefit plans for all 
officers of the Corporation, including salaries, bonuses, life insurance and retirement benefits, 
based on recommendations by the NERC’s President and Chief Executive Officer (the “CEO”). 

6. Recommend to the Board the appropriate compensation, including salary and bonus, of the CEO. 

Personnel Development and Human Resources: 

1. Regularly review the performance of the CEO and provide feedback as appropriate. 

2. Review with the CEO the essential elements of key personnel succession planning. 

3. Review overall staffing levels and management’s plans and activities for the development and 
improvement of key personnel. 

 
Other Matters 

1. Oversee the corporation’s retirement plans and take various other actions related thereto, 
including, but not limited to, the following: (i) create such retirement plan investment policy 
statements and retirement plan oversight committees as it deems appropriate to provide day to 
day oversight of the company’s retirement plans; (ii) review, on an annual basis, the performance 
of the company’s retirement plans; and (iii) undertake such other actions as it deems prudent in 
connection with its oversight responsibilities and otherwise consistent with applicable law.    
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2. Review the corporate governance aspects of the Corporation’s Form 990 prior to it being filed with 
the Internal Revenue Service.   

3. Whenever it may be appropriate to do so, retain and receive advice from experts, including 
independent compensation consultants and legal counsel, and conduct or authorize the conduct of 
investigations into any matters within the scope of the responsibility of the CGHRC as the CGHRC may 
consider appropriate. 

4. Perform such other functions as may be delegated from time to time by the Board.  
 

Committee Meetings 
The CGHRC shall meet at least twice a year by conference call or in person.  Meetings may occur at the 
same place in conjunction with the regular Board meetings of the corporation, or as determined by the 
members of the CGHRC, using the same meeting procedures established for the Board.  Meetings may be 
held in either open or closed session as set forth in the Bylaws of the corporation. 
 
A majority of the Committee members shall constitute a quorum.  Except where prescribed differently by 
law: (a) any action or decision of the CGHRC requires a vote of a majority of the Committee members then 
in attendance at any Committee meeting provided a quorum is present; and (b) participation may be 
telephonic or by Action without a Meeting.  The Committee may hold special meetings as circumstances 
require.  Minutes of each Committee meeting shall be maintained as part of the Committee’s record. 
 
Governance 
The Board, or in the event of their failure to do so, the members of the CGHRC, shall appoint a chair from 
among their members.  The CGHRC Chair shall be responsible for leadership of the Committee, scheduling 
of meetings, setting agendas, presiding over Committee meetings, and making reports to the Board.  The 
CGHRC shall appoint a person, who does not need to be a member of the Board or of the Committee, to 
assist the Chair and serve as the non-voting secretary. 
 
Review 
The CGHRC shall review this mandate annually and recommend to the Board any changes it considers 
advisable.  Any changes must be approved by the full Board.  The CGHRC shall complete a self-assessment 
annually to determine its effectiveness. 



Agenda Item 6 
Corporate Governance and 
Human Resources Committee Meeting 
October 25, 2016 

Human Resources and Staffing Update 

Action 
Review 

Background 
The company is engaged in a multi-year human resources strategy focused on attracting, 
developing and retaining the necessary staff to support achievement of the goals and 
objectives set forth in the company’s strategic plan.  

Integral to this strategy is the ongoing evaluation of resource needs and hiring practices to 
ensure appropriate alignment and balance between ongoing and emerging resource needs, 
staffing levels and budget. Based on recent hiring trends and continuation of market-based 
remuneration guidelines established by the committee, the company anticipates continued 
success in attracting and retaining required resources, with focus on building and maintaining 
the required technical strength in core operating areas.  

Substantial investments continue to be made in the development of existing staff including 
mandatory training on leadership fundamentals, communications, and team-building.  
Performance management training is planned for managers to further strengthen employee 
development, empowerment, accountability and teamwork. Additionally, the entire officer 
team is engaged in ongoing leadership training and managers are working with their 
professional staff to establish appropriate training and development plans that take into 
consideration required competencies, identified development needs and opportunities. In 
addition to classroom training, staff have access to periodic onsite tours of generation facilities, 
control centers, and substations, as well as an online learning portal with over 6,000 modules.   

Continued investments in training and employee development are demonstrating positive 
results. The vacancy rate used for budgeting has declined steadily over the past several years, 
reflecting the decline of departures and a stabilization of the NERC workforce. The actual 
departure rate for 2016 is trending below prior years as well, and we expect to end the year at 
or slightly below the 2015 departure rate. This downward trend is due in part to successful 
performance management practices, employee recruiting and retention initiatives. Moreover, 
these strategies are strengthening the company’s performance capabilities and expanding the 
pool of qualified succession candidates for critical operational and leadership roles. 

Management is conducting its third NERC Employee Climate survey, which will provide 
leadership insights in management’s ongoing efforts to continually monitor, and where 
applicable, improve employee job satisfaction, education, training and organizational morale.  
Results will be complete in the late fourth quarter and management will review detailed action 
plans with the Corporate Governance and Human Resources Committee in the first quarter of 
2017. 
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Antitrust Compliance Guidelines



I. General

It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably restrains competition. This policy requires the avoidance of any conduct that violates, or that might appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement between or among competitors regarding prices, availability of service, product design, terms of sale, division of markets, allocation of customers or any other activity that unreasonably restrains competition.



It is the responsibility of every NERC participant and employee who may in any way affect NERC’s compliance with the antitrust laws to carry out this commitment.



Antitrust laws are complex and subject to court interpretation that can vary over time and from one court to another. The purpose of these guidelines is to alert NERC participants and employees to potential antitrust problems and to set forth policies to be followed with respect to activities that may involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about the legal ramifications of a particular course of conduct or who has doubts or concerns about whether NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel immediately.



II. Prohibited Activities

Participants in NERC activities (including those of its committees and subgroups) should refrain from the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, conference calls and in informal discussions):

· Discussions involving pricing information, especially margin (profit) and internal cost information and participants’ expectations as to their future prices or internal costs.

· Discussions of a participant’s marketing strategies.

· Discussions regarding how customers and geographical areas are to be divided among competitors.

· Discussions concerning the exclusion of competitors from markets.

· Discussions concerning boycotting or group refusals to deal with competitors, vendors or suppliers.























· Any other matters that do not clearly fall within these guidelines should be reviewed with NERC’s General Counsel before being discussed.



III. Activities That Are Permitted

From time to time decisions or actions of NERC (including those of its committees and subgroups) may have a negative impact on particular entities and thus in that sense adversely impact competition.

Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If you do not have a legitimate purpose consistent with this objective for discussing a matter, please refrain from discussing the matter during NERC meetings and in other NERC-related communications.



You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business.



In addition, all discussions in NERC meetings and other NERC-related communications should be within the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as within the scope of the published agenda for the meeting.



No decisions should be made nor any actions taken in NERC activities for the purpose of giving an industry participant or group of participants a competitive advantage over other participants. In particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability standards should not be influenced by anti-competitive motivations.



Subject to the foregoing restrictions, participants in NERC activities may discuss:

· Reliability matters relating to the bulk power system, including operation and planning matters such as establishing or revising reliability standards, special operating procedures, operating transfer capabilities, and plans for new facilities.

· Matters relating to the impact of reliability standards for the bulk power system on electricity markets, and the impact of electricity market operations on the reliability of the bulk power system.

· Proposed filings or other communications with state or federal regulatory authorities or other governmental entities.

· Matters relating to the internal governance, management and operation of NERC, such as nominations for vacant committee positions, budgeting and assessments, and employment matters; and procedural matters such as planning and scheduling meetings.
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